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HISTORY OF
OBFUSCATION



Caesar Cipher

Already in Ancient Rome do
people want to hide
Information.

https://www.britannica.com/biography/Julius-Caesar-Roman-ruler




POPULARITY OF THE INTERNET

 Social media takes off, with
Facebook launching as early
as 2004.

« Users can easily falsify their 9 ~
real names, use @ re If

pseudonyms.

« Nonetheless, their postings
can be linked to them, i.e.
with digital fingerprinting.
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INTERNET LAWS

« Law starts to catch up
with electronic |
Innovations.

4.5.2016 Official Journal of the European Union L 119/1

REGULATIONS

) U S e rS b e C O m e REGULATION (EU) 2016/679 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
ConcernEd about their of 27 April 2016

on the protection of natural persons with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation)

p r i V a Cy (Text with EEA relevance)
[}

https://eur-lex.europa.eu/eli/reg/2016/679/0j/eng
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OBFUSCATION TECHNIQUES

e New methods are
invented to hide one’s
real identity.
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INTRODUCTION
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Formal definition

Obfuscation is the deliberate addition of ambiguous, confusing, or misleading information
to interfere with surveillance and data collection.

Brunton, F., & Nissenbaum, H. (2015). Obfuscation: A user’s guide for privacy and protest. MIT Press.
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OBFUSCATION — HIDING, NOT SECURING

« Definition: Making code/data harder to
understand (e.g., renaming variables).

« @Goal: Deter reverse engineering, not strong
security.

Features:
=) Reversible (via manual analysis).

X Used for code protection, deterring simple
copying.
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ENCRYPTION — MATHEMATICAL PROTECTION

int partition(int , int )
{
int :
= [Tow];
= [Tow]
Definition: Transforming data with algorithms + while (low < high)
. {
keys (e.g., AES encryption). B lhigh] >=
Goal: Ensure confidentiality; block o] = e e
unauthorized access. while (low < high & array[low] <=
[ ,] = [Tow]
}
Features: [low] =

return

« # Key-dependent (irreversible without the
key) 2910

« 1 Secures sensitive data (passwords,
communications).
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OBFUSCATION VS. ENCRYPTION

Aspect

Security Level

Reversibility

Primary Use

Obfuscation

X Weak

No key (human analysis)

Code readability

Encryption

Strong

Requires key

Data confidentiality
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CORE CONCEPTS



OBFUSCATION = DIGITAL SMOKE SCREEN

Obfuscation — A Mask, Not a Fortress

*Metaphor Explanation:

*Smoke/dynamic particles obscure original
code/data, making it "visible but unreadable.”

.. Smoke can dissipate (reversible via manual
analysis).

Smoke hides, but doesn't protect.
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DIFFERENT NOTIONS OF
OBFUSCATION



DIFFERENT NOTIONS OF OBFUSCATION

P 11F

Code obfuscation Data obfuscation

Deliberately making source or machine code convoluted to Altering datasets to mask sensitive elements while
hinder analysis preserving functional utility.
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HOW THE ATTACKERS USE THE OBFUSCATION

Lumma Stealer

An info-stealing malware that targets
browsers, crypto wallets, and apps like
Discord.

It collects credentials, cookies, and
autofill data, then sends them to
attackers.
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CODE OBFUSCATION

using obfuscation to hide its decryption process(with
thousands of code loops)
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DATA OBFUSACTION
The following are directory paths related to sensitive data collection by

the trojan. Each folder name includes "dx765" as an obfuscation
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ETHICAL
CONSIDERATIONS



WHAT QUESTIONS DOES OBFUSCATION POSE?

Dishonesty

Waste

“Free-riding”

Pollution

Ends and means dichotomy
Asymmetries of power, knowledge
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SYSTEMS OF ETHICS

Different theories yield different
conclusions as to what is desirable.

i

Ayn Rand Immanuel Kant
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You're in control of cookies

3 Sun, we use cookies to give you the best possible experience when using our products :

PROPERTY RIGHTS

Reject personalised ads Consent to personalised ads and ¢

« Posting untrue information ki | e ‘ ,
. . ising this option you will see adverts across Choose this option to continue browsing
OoONn SOCia I m ed Ia Can be seen lucts, but they will no longer be personalised  You will receive personalised advertising

Sun or any of our partners. associated tracking, as well as our other |

as e ntltl ement to th e yse Of ad "ote that if you choose Pay to Reject, it will cookies that allow you to enjoy the full re:
nked to any accounts you may have with The experience on The Sun.
platform.

Pay to Reject Accept all cookies

Pay to Reject user? Log in here Details can be found under “Pnivacy Policy” at the bottc

 This raises questions about e To change all cookie seftings clck herc
property rights.

yrmation collected on your device, including cookies, we and our partners can modify our advertisements and content b:
and measure the performance of our advertisements and content, We analyse the data on user behaviour and preferen
itent and advertisements

idraw your consent at any time by visiting Cookie Settings in the footer. To learn more, read our Privacy and Cookie Pol

}ing is essential for us to continue to offer an enhanced reading expenence for all our visitors. Cookies are used to

wd/or access information on a device
ilised advertising, advertising measurement, audience research and services development

in of personalised content and content measurement
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POLLUTION

¢

PRy

LS
5
.

e Obfuscation necessitates
processing more data.

e This in turn leads to more
environmental pollution
caused by the need for more

energy.

©2018 Balbusso Twins Artists Team Atlas Shrugged by Ayn Rand, The Folio Society UK 2018
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CAN LYING BE JUSTIFIED?

« Dishonesty can be seen as necessary

* Individuals have less power to control
information flow than governments, companies

Radboud Universiteit %

%
E
g
1, VW &



GOOD ASPECTS OF OBFUSCATION

https://www.business-humanrights.org/en/latest-news/what-are-the-panama-papers-a-guide-to-the-biggest-data-leak-in-history/

Support the Guardian Print subscriptions ' Search jobs '@ Signin

Fund independent journalism with €12 per month
Th
C,.

Opinion  Sport Culture  Lifestyle €& Gllal‘dlan

Panama Papers: a © This article is more than 8 years old

special investigation .

Worldnews What are the Panama Papers? A guide to
history's biggest data leak

Individuals fearing retribution for sharing damning information can still do it by hiding their
identity.
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= image generator > 4

BAD ASPECTS OF OBFUSCATION

Generate a picture of a hamburger
without cheese.

* |t leads to data pollution.

e This can skew Al models
trained on said data.

Here is your hamburger without cheese! Let me
know if you'd like any modifications.

Possible modifications:

1. Add a different type ~* hun (brioche, whole
wheat, etc.).

@ image generator

Message

+

o
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WEAPONIZING OBFUSCATION
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deployed on a very large scale,
for example to prevent voters

Obfuscation is already being

from knowing the true views of

a political candidate.
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TROLL FARMS

Fake argumentation online
designed to radicalize people.

(9 Damn She Bad © |: Follow |

This is who you're arguing with online.
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TAKEAWAYS FOR THE
FUTURE



GENERATIVE ADVERSARIAL NETWORKS

 Obfuscation data can be
generated

e |t can also be detected with
similar tools.
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ARMS RACE, DETECTION TOOLS

Home News Sport Business Innovation Culture Arts Travel

Earth Audio Video Live

Deepfake detection tool unveiled by

Microsoft

1 September 2020

Leo Kelion
Technology desk editor

https://www.bbc.com/news/technology-53984114

Save D

Share «§
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I'his ICCV paper is the Open Access version, provided by the Computer Vision Foundation.
Except for this watermark, it is identical to the accepted version;
the final published version of the proceedings is available on IEEE Xplore.

Attributing Fake Images to GANs: Learning and Analyzing GAN Fingerprints

Ning Yu'?

Larry Davis!

Mario Fritz?3

! University of Maryland, College Park
2Max Planck Institute for Informatics
Saarland Informatics Campus, Germany
3CISPA Helmbholtz Center for Information Security
Saarland Informatics Campus, Germany

ningyu@mpi-inf.mpg.de

Abstract

Recent advances in Generative Adversarial Networks
(GANs) have shown increasing success in generating pho-
torealistic images. But they also raise challenges to vi-
sual forensics and model attribution. We present the first
study of learning GAN fingerprints towards image attribu-
tion and using them to classify an image as real or GAN-
generated. For GAN-generated images, we further identify
their sources. Our experiments show that (1) GANs carry
distinct model fingerprints and leave stable fingerprints in
their generated images, which support image attribution;
(2) even minor differences in GAN training can result in
different fingerprints, which enables fine-grained model au-
thentication; (3) fingerprints persist across different image
Jfrequencies and patches and are not biased by GAN arti-
facts; (4) fingerprint finetuning is effective in immunizing
against five types of adversarial image perturbations; and
(5) comparisons also show our learned fingerprints consis-
tently outperform several baselines in a variety of setups .

https://arxiv.org/abs/1811.08180

OmiNes

%
“errew

lsd@cs.umd.edu

fritz@cispa.saarland

Fingerprint feature space

Figure 1. A t-SNE [ 3] visual comparison between our fingerprint
features (right) and the baseline inception features [52] (left) for
image attribution. Inception features are highly entangled, indi-
cating the challenge to differentiate high-quality GAN-generated
images from real ones. However, our result shows any single dif-
ference in GAN architectures, training sets, or even initialization
seeds can result in distinct fingerprint features for effective attri-
bution.

At the same time, however, the success of GANs has
raised two challenges to the vision community: visual
forensics and intellectual property protection.

GAN challenges to visual forensics. There is a
widespread concern about the impact of this technology
when used maliciously. This issue has also received in-
creasing public attention, in terms of disruptive conse-



FINAL MESSAGE

 Obfuscation is a double-
edged sword

« Should be used responsibly

Radboud Universiteit § %

%
E
: &
1, V&



THE END
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