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HISTORY OF 
OBFUSCATION



Caesar Cipher

Already in Ancient Rome do 
people want to hide 
information.

https://www.britannica.com/biography/Julius-Caesar-Roman-ruler



• Social media takes off, with 
Facebook launching as early 
as 2004.

• Users can easily falsify their 
real names, use 
pseudonyms.

• Nonetheless, their postings 
can be linked to them, i.e. 
with digital fingerprinting.

POPULARITY OF THE INTERNET



• Law starts to catch up 
with electronic 
innovations.

• Users become 
concerned about their 
privacy.

INTERNET LAWS

https://eur-lex.europa.eu/eli/reg/2016/679/oj/eng



• New methods are 
invented to hide one’s 
real identity.

OBFUSCATION TECHNIQUES



INTRODUCTION



Obfuscation is the deliberate addition of ambiguous, confusing, or misleading information 
to interfere with surveillance and data collection.

Formal definition

Brunton, F., & Nissenbaum, H. (2015). Obfuscation: A user’s guide for privacy and protest. MIT Press.



• Definition: Making code/data harder to 
understand (e.g., renaming variables).

• Goal: Deter reverse engineering, not strong 
security.

Features:
•🔄 Reversible (via manual analysis).

•🛠 Used for code protection, deterring simple 
copying.

OBFUSCATION — HIDING, NOT SECURING



Definition: Transforming data with algorithms + 
keys (e.g., AES encryption).
Goal: Ensure confidentiality; block 
unauthorized access.

Features:

• 🔑 Key-dependent (irreversible without the 
key).

• 🔒 Secures sensitive data (passwords, 
communications).

ENCRYPTION — MATHEMATICAL PROTECTION



OBFUSCATION VS. ENCRYPTION

Aspect Obfuscation Encryption

Security Level ❌Weak ✅ Strong

Reversibility No key (human analysis) Requires key

Primary Use Code readability Data confidentiality



CORE CONCEPTS



•Metaphor Explanation:

•Smoke/dynamic particles obscure original 
code/data, making it "visible but unreadable.“

•⚠ Smoke can dissipate (reversible via manual 
analysis).

Smoke hides, but doesn’t protect.

OBFUSCATION = DIGITAL SMOKE SCREEN

Obfuscation — A Mask, Not a Fortress



DIFFERENT NOTIONS OF 
OBFUSCATION



DIFFERENT NOTIONS OF OBFUSCATION

Code obfuscation Data obfuscation
Altering datasets to mask sensitive elements while 
preserving functional utility.

Deliberately making source or machine code convoluted to 
hinder analysis



Generation of fake queries for 
internet browsers to disguise 

interests and patterns of behavior.

TrackMeNot

Generation of fake browser 
queries to disguise interests 
and behavior patterns.



Lumma Stealer
An info-stealing malware that targets 
browsers, crypto wallets, and apps like 
Discord. 
It collects credentials, cookies, and 
autofill data, then sends them to 
attackers. 

HOW THE ATTACKERS USE THE OBFUSCATION



CODE OBFUSCATION

using obfuscation to hide its decryption process(with 
thousands of code loops) 



DATA OBFUSACTION

The following are directory paths related to sensitive data collection by 
the trojan. Each folder name includes "dx765" as an obfuscation



ETHICAL 
CONSIDERATIONS



• Dishonesty
• Waste
• “Free-riding”
• Pollution
• Ends and means dichotomy
• Asymmetries of power, knowledge

WHAT QUESTIONS DOES OBFUSCATION POSE?



SYSTEMS OF ETHICS

Ayn Rand Immanuel Kant

Different theories yield different 
conclusions as to what is desirable.



• Posting untrue information 
on social media can be seen 
as entitlement to the use of a 
platform.

• This raises questions about 
property rights.

PROPERTY RIGHTS



• Obfuscation necessitates 
processing more data.

• This in turn leads to more 
environmental pollution 
caused by the need for more 
energy.

POLLUTION

©2018 Balbusso Twins Artists Team Atlas Shrugged by Ayn Rand, The Folio Society UK 2018



• Dishonesty can be seen as necessary

• Individuals have less power to control 
information flow than governments, companies

CAN LYING BE JUSTIFIED?



GOOD ASPECTS OF OBFUSCATION

Individuals fearing retribution for sharing damning information can still do it by hiding their 
identity.

https://www.business-humanrights.org/en/latest-news/what-are-the-panama-papers-a-guide-to-the-biggest-data-leak-in-history/



• It leads to data pollution.

• This can skew AI models 
trained on said data.

BAD ASPECTS OF OBFUSCATION



Obfuscation is already being 
deployed on a very large scale, 
for example to prevent voters 
from knowing the true views of 
a political candidate.

WEAPONIZING OBFUSCATION



Fake argumentation online 
designed to radicalize people.

TROLL FARMS



TAKEAWAYS FOR THE 
FUTURE



• Obfuscation data can be 
generated

• It can also be detected with 
similar tools.

GENERATIVE ADVERSARIAL NETWORKS



ARMS RACE, DETECTION TOOLS

https://www.bbc.com/news/technology-53984114

https://arxiv.org/abs/1811.08180



• Obfuscation is a double-
edged sword

• Should be used responsibly

FINAL MESSAGE



THE END
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