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Introduction

m Later Credits: A new technique for program verification in the context of step-indexed
separation logics
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In the past two decades, step-indexed logical relations and separation logies have both come to play a major
role in semantics and verification research. More recently, they have been married together in the form of
step-indexed separation logics like VST, iCAP, and Iris, which provide powerful tools for (among other things)
building semantic models of richly typed languages like Rust. In these logics, propositions are given semantics
using a step-indexed model, and step-indexed reasoning is reflected into the logic through the so-called “later”
modality. On the one hand, this modality provides an elegant, high-level account of step-indexed reasoning;
on the other hand, when used in sufficiently sophisticated ways, it can become a nuisance, turning perfectly
natural proof strategies info dead ends.
Inthis work, we introduce later credits, a new technique for escaping later-modality quagmires. By leveraging
the second ancestor of these logics—separation logic—later credits turn “the right to eliminate a later” into an
ownable resource, which is subject to all the traditional modular reasoning principles of separation logic. We TN}
develop the theory of later credits in the context of Iris, and present several challenging examples of proofs
and proof patterns which were previously not possible in Iris but are now possible due to later credits.

CCS Concepts: « Theory of jon — ion logic: Logic and
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Motivating Example: A Concurrent Counter
Program Verification in Iris

Step-Indexing and the Later Modality

The Later Elimination Problem

Later Credits

Later Credits: Results
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Motivating Example: A Concurrent Counter
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A Counter API

m APl with methods for creating, incrementing and reading a counter:

new() := ref(0)

inc(p) =
let x = !p in
p < x+1
get(p) =!p
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A Counter API

m Some client code...

let ¢ = new() in
(inc(c) || inc(c))
get(c)

m ..and the API code
new() := ref(0)

inc(p) =
let x = !p in
p «— x+1
get(p) = !p
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A Counter API

m Some client code...

let ¢ = new() in
(inc(c) || inc(c))
get(c)

m ..and the API code
new() := ref(0)

inc(p) =
let x = !p in
p «— x+1
get(p) = !p

m Question: What is the result of get(¢) in the client code?
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Making the APl Thread-Safe

How can we make the APl thread-safe?
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Making the APl Thread-Safe

How can we make the APl thread-safe?

Using the compare-and-set primitive: CAS(p, x, y)

m Semantics: If value pointed to by p is equal to x, write y to p and return true, otherwise
return false
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Making the APl Thread-Safe

How can we make the APl thread-safe?

Using the compare-and-set primitive: CAS(p, x, y)

m Semantics: If value pointed to by p is equal to x, write y to p and return true, otherwise
return false

new() := ref(0)

inc(p) =
let x = !p in
if
then
else

get(p) = !p
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Making the APl Thread-Safe

How can we make the APl thread-safe?

Using the compare-and-set primitive: CAS(p, x, y)

m Semantics: If value pointed to by p is equal to x, write y to p and return true, otherwise

return false

new() := ref(0)

inc(p) =
let x = !p in
if CAS(p,x,x+1)
then ()
else inc(p)

get(p) = !p
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Properties of the Counter API

let ¢ = new() in
(inc(c) || inc(c))
get(c¢)

inc(p) =
let x = !p in
if CAS(p,x,x+ 1)
then ()
else inc(p)

The counter is now thread-safe:

m Calls to the APl methods do not get stuck

m If calls to the APl methods terminate, they yield the expected value
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What have we seen so far?

m Assuming we wanted to verify thread-safety of the counter API:

inc(p) =
let x = !p in
if CAS(p,x,x+1)
then ()
else inc(p)
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m Assuming we wanted to verify thread-safety of the counter API:

inc(p) =
let x = !p in
if CAS(p,x,x+1)
then ()
else inc(p)

What do we need? Verification tool
Reasoning about computation state | Hoare logic

Modular reasoning about resources | Separation logic

Reasoning about concurrency Concurrent separation logic
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What have we seen so far?

m Assuming we wanted to verify thread-safety of the counter API:

inc(p) =
let x = !p in
if CAS(p,x,x+1)
then ()
else inc(p)

What do we need?

Verification tool

Reasoning about computation state
Modular reasoning about resources
Reasoning about concurrency

Non-structural recursion

David Lawen
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Hoare logic

Separation logic
Concurrent separation logic
Step-indexing
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What is Iris?

Iris

Step-indexed, concurrent separation logic framework

m Implemented in Coq

m Modularity: Specifications are reusable and composable

m Language-independent (Rust, OCaml, Scala, Go, ...)
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Some Background on Iris

m Before discussing later credits, we need some background on Iris:

Iris from the ground up

A modular foundation for higher-order concurrent separation logic

RALF JUNG
MPLSWS, Germany
(e-mail: junglnpi-svs..org)
ROBBERT KREBBERS
Delft University of Technology, The Netherlands
(e-mail: mail@robbertkrebbers.nl)
JACQUES-HENRI JOURDAN
IPLSIVS, Germany
(e-mail: jjourdan@mpi -sws . org)
ALES BIZJAK
Aarhus Universiy, Denmark
(e-mail: abizjakecs . au.dk)
LARS BIRKEDAL
Aarhus Universiy, Denmark
(e-mail: bizkedalocs .au.dk)
DEREK DREYER
MPLSWS, Germany
(e-mail: dreyer@mpi-svs . org)

Abstract

Tris is a framework for higher-order concurrent separation logic, which has been implemented in
the Coq proof assistant and deployed very effectively in a wide variety of verification projects. Iris
was designed with the express goal of simplifying and consolidating the foundations of modern
separation logics. but it has evolved over time, and the design and semantic foundations of Iris itself
have yet to be fully written down and explained together properly in one place. Here, we attempt to
fll this gap, presenting a reasonably complete picture of the latest version of Iris (version 3.1), from
first principles and in one coherent narrative.
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Propositions in Iris

P,Q === False | True Boolean values
[
| PvQ Disjunction
| 3x:z.P Ex. quantification
| Vx:z.P Univ. quantification
| {P}e{v.Q} Hoare triples
| PxQ Separating conjunction
| v Points-to assertion
| »P Later modality
|
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Propositions in Iris

P,Q === False | True Boolean values
[
| PvQ Disjunction
| 3x:z.P Ex. quantification
| Vx:z.P Univ. quantification
| {P}e{v.Q} Hoare triples
| PxQ Separating conjunction
| v Points-to assertion
| »P Later modality
|

m Higher-order logic: Quantifiers can range over any type

m Hoare triples are first-order
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Hoare Logic

Hoare triples express partial program correctness:

{Pye{v.Q}
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Hoare triples express partial program correctness:
{PYe{v.Q}
For an initial state satisfying precondition P:

m Execution of e does not crash

m If e terminates with value v/, the final state satisfies the postcondition Q by Q[v « V']
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Separation Logic

m Propositions convey ownership of state
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Separation Logic

m Propositions convey ownership of state

m Points-to assertion: £ — v
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Separation Logic

m Propositions convey ownership of state
m Points-to assertion: £ — v

m Separating conjunction: P x Q
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Separation Logic

m Propositions convey ownership of state
m Points-to assertion: £ — v

m Separating conjunction: P x Q
m ({+—v) = (k— w)implies ¢ # k
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Separation Logic

Propositions convey ownership of state

Points-to assertion: £ — v

Separating conjunction: P * Q
m ({+—v) = (k— w)implies ¢ # k

m Frame rule:

FRAME

{Pre{v.Q}
{P+R}e{v.(QxR)}
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Concurrent Separation Logic

m Parallel composition rule of CSL:

PAR

{Pi} e {v. Qi} {P} e {v. Q}
{P1* P} e || ex {v. Q% Q}
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Motivating Example: A Concurrent Counter
Program Verification in Iris

Step-Indexing and the Later Modality

The Later Elimination Problem

Later Credits

Later Credits: Results
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Step-Indexing and the Later Modality
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Step-Indexing

Technique for reasoning about (languages with) “cyclic” features

m E.g. higher-order state:

r—Ax. (!r) x;

(0O
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Step-Indexing

Technique for reasoning about (languages with) “cyclic” features

m E.g. higher-order state:

r—Ax. (!r) x;

(0O

m Problem: Naive models are unsound

David Lawen Later Credits January 24th, 2023



Step-Indexing

Technique for reasoning about (languages with) “cyclic” features

m E.g. higher-order state:

r—Ax. (!r) x;

(0O

m Problem: Naive models are unsound

m Solution: Stratify the model with step-indices

m Expression e satisfies predicate P with n steps “on the clock” if, when e reduces to ¢’ in i < n
steps, then ¢’ satisfies P with n — i steps left “on the clock”
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A Minimal Step-Indexed Logic

m Expression grammar:

P,Q := False | True Boolean values
| PAQ Conjunction
| PVvVQ Disjunction
| P=Q Implication
| 3Ix.P Ex. quantification
| Vx.P Univ. quantification
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A Minimal Step-Indexed Logic

m Semantic model: Step-indexed propositions are interpreted as downwards-closed subsets

of N.
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A Minimal Step-Indexed Logic

m Semantic model: Step-indexed propositions are interpreted as downwards-closed subsets

of N.
SProp = {ACN|Vn>m. ne A= me A} = PLV)
[-1 : Prop — SProp
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A Minimal Step-Indexed Logic

m Semantic model: Step-indexed propositions are interpreted as downwards-closed subsets

of N.
SProp = {ACN|Vn>m. ne A= me A} = PLV)
[-1 : Prop — SProp

[False] = 0 [PrQ]=[PIn[Ql
[True] # N [pval=[rlulal

[P=qQ] 2{n|VYm<n me[P]=me[Q]}
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A Minimal Step-Indexed Logic

m Semantic model: Step-indexed propositions are interpreted as downwards-closed subsets

of N.
SProp = {ACN|Vn>m. ne A= me A} = PLV)
[-1 : Prop — SProp

[False], = 0 [PAQ], =PI, nlQl,
[True], # N [pval,=lrPl,ulal,

[P=QqQl,2{n|VYm<n me[P],=me[Q],}
[vx.P], = ﬂ'lp]]p[)«—ﬂ [x], = p(x)
[3xPT, 2 [ 1PIpiven
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A Minimal Step-Indexed Logic

m A selection of rules:

P+ True False - P
p Q
_— PAQFrP PAQFQ
PAQ
PrR QFR
PrPvQ QrPvQ
PvVvQrR

m Nothing new or exciting so far...
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The Later Modality

m Updated expression grammar:

P,Q === False | True Boolean values
| PAQ Conjunction
| PvVQ Disjunction
| P=Q Implication
| 3Ix:z. P Ex. quantification
| Vx:7.P Univ. quantification
| »P Later modality
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The Later Modality

m Updated semantic model:
SProp 2 {ACN|Vn>m ne A= me A}
[-1] : Prop — SProp

[False], =0 [pral, =lPl,n[al,
[True], #N [pval,=lrl,vlal,
[P=aQl,2{n|Vm<n me[P],=me[Q],}
[[VX'P]]p = ﬂ[[P]]p[m—v] [[X]]p = p(x)

[[EIX*P]],D = U'[P]]p[m—v]

[>Pl, 2{nln=0Vv(n-1)€[P],}
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The Later Modality

m Rules:

LATERMONO .

LATERINTRO PrQ LoB

PrweP _ P=>P)rP
>Pr>Q
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Later Elimination

m The Later Elimination Problem:
> P is in the context, but P is necessary to proceed,
i.e. the guarding later must be eliminated
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m Timelessness of propositions
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Later Elimination

m The Later Elimination Problem:

> P is in the context, but P is necessary to proceed,
i.e. the guarding later must be eliminated

m Three common techniques:

m Timelessness of propositions
If P is timeless, a later modality guarding P can be “stripped away”.
A proposition P is timeless, iff

Vn. 0 € [[P] = ne[P].
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Later Elimination

m The Later Elimination Problem:

> P is in the context, but P is necessary to proceed,
i.e. the guarding later must be eliminated

m Three common techniques:

m Timelessness of propositions

If P is timeless, a later modality guarding P can be “stripped away”.

TIMELESS

{P+Q}e{v.R} timeless(P)
{>-P=xQ}e{v. R}

David Lawen
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Later Elimination

m The Later Elimination Problem:

> P is in the context, but P is necessary to proceed,
i.e. the guarding later must be eliminated

m Three common techniques:

m Timelessness of propositions
m Commuting rules

LATEREXIST
LATERSEP

LATERCON) inhabited(x)
»(P+ Q) 4k > P x> Q »(PVQH>PVeQ

>(Ix.> P) 4+ Ix.> P

David Lawen
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Later Elimination

m The Later Elimination Problem:

> P is in the context, but P is necessary to proceed,
i.e. the guarding later must be eliminated

m Three common techniques:
m Timelessness of propositions
m Commuting rules
m Program steps (PURESTEP)

PURESTEP
{P}e' {v.Q} € —pure e
{>Pre{v.Q}

David Lawen

Later Credits

January 24th, 2023 24/34



Idea: Amortisation of Later Eliminations

m Instead of one later elimination per step...

1LE 1LE 1LE 1LE
€1 () €3 (2]
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Idea: Amortisation of Later Eliminations

m Instead of one later elimination per step...

1LE 1LE 1LE 1LE
€1 () €3 (2]

m ... generate one “token” per step which is redeemable for one later elimination, possibly
at a later stage:

2 LE
+£1 +£1 +£1 4 +£1
€1 € €3 €4
£0 £1 £2 £3 ~ £1
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Motivating Example: A Concurrent Counter
Program Verification in Iris

Step-Indexing and the Later Modality

The Later Elimination Problem

Later Credits

Later Credits: Results
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A Brief Interlude: Resources and the Update Modality

m Resources are a form of non-physical state, subject to the reasoning principles of
separation logic
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m Resources are updated according to resource-specific update rules
m Update modality () allows reasoning about the result of updating resources

m B P states that P holds after applying updates to the resources
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A Brief Interlude: Resources and the Update Modality

m Resources are a form of non-physical state, subject to the reasoning principles of
separation logic

m Resources are updated according to resource-specific update rules
m Update modality () allows reasoning about the result of updating resources

m B P states that P holds after applying updates to the resources

Urpl UpbpMonNo UroT UppE UpDEXEC
PDINTRO PrQ PDTRANS PDFRAME {P}e{v.Q}

PrP — PrBP  Px P x —_
= SF Ba PPPrB PQrp(PxQ Bl
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Later Credits

m Two main components of later credits in Iris:

m New resource type £n
m New update modality (B.) (later elimination update)
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Later Credits

m Two main components of later credits in Iris:

m New resource type £n
m New update modality (B.) (later elimination update)

m £1 represents the “right to eliminate” one later

PURESTEP
{P} e {v. Q} € —pure e
{>Pre{v.Q}
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Later Credits

m Two main components of later credits in Iris:

m New resource type £n
m New update modality (B.) (later elimination update)

m £1 represents the “right to eliminate” one later

PURESTEP LEUPDLATER LEUPDEXEC
(Px£1} e {v.Q}  e—pue € Flenpr o P (P} e{v. Q}
{Pre{v.Q} {Bre Pre{v. Q}
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Later Credits

m Two main components of later credits in Iris:

m New resource type £n
m New update modality (B.) (later elimination update)

m £1 represents the “right to eliminate” one later

PURESTEP LEUPDLATER LEUPDEXEC
{(Px£1} e {v.Q}  e—pue € py *P:P o P {P}e{v.Q}
{Pte{v.Q} {Bre Pre{v. Q}

m Facilitates reasoning about later eliminations as an ownable resource

CREDITSPLIT
£(n+m) & £nx£m
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Propositions in Iris

P,Q === False | True Boolean values
| ..
| PVvVQ Disjunction
| 3x:z.P Ex. quantification
| Vx:7.P Univ. quantification
|  {P}e{v.Q} Hoare triples
| P=x=Q Separating conjunction
| ¢t v Points-to connective
| »P Later modality
|  £n Later credits
| BwP Later elimination update modality
|

David Lawen Later Credits January 24th, 2023 29/34



Later Credits for Reordering Refinements

m Expression e contextually refines expression €’, denoted by e <. €, if no well-typed
context C can distinguish the two.
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m Expression e contextually refines expression €’, denoted by e <. €, if no well-typed
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(e1]] e) Zctx (e1, €2)
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Later Credits for Reordering Refinements

Expression e contextually refines expression €', denoted by e <. €, if no well-typed
context C can distinguish the two.

Reordering refinement: Execution order of e; and e, is not observable.

(e1]] e) Zctx (e1, €2)

m ReLoC: Show contextual refinement using step-indexed logical relation
m Right-hand program represented by ghost state

In the paper: Reorderability of operations for JavaScript-style promises
m Higher-order state!
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Later Credits: Results

m Step-indexing and the later modality are powerful tools for modelling and reasoning
about type systems and languages with “cyclic features”...
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Later Credits: Results

m Step-indexing and the later modality are powerful tools for modelling and reasoning
about type systems and languages with “cyclic features”...

m ..but they come at a price: The proof burden of challenging later eliminations.
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Later Credits: Results

m Step-indexing and the later modality are powerful tools for modelling and reasoning
about type systems and languages with “cyclic features”...

m ..but they come at a price: The proof burden of challenging later eliminations.
Later credits address this issue and facilitate:

m Simplifications of existing proofs

m New, previously unfeasible proofs
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