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Introduction

Later Credits: A new technique for program verification in the context of step-indexed
separation logics
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A Counter API

API with methods for creating, incrementing and reading a counter:

new() B ref(0)

inc(p) B
let x = ! p in

p ← x + 1

get(p) ≔ ! p
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A Counter API

Some client code...

let c = new() in
(inc(c) || inc(c))
get(c)

...and the API code
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Making the API Thread-Safe

How can we make the API thread-safe?

Using the compare-and-set primitive: CAS(p, x , y)

Semantics: If value pointed to by p is equal to x, write y to p and return true, otherwise
return false

new() B ref(0)

inc(p) B
let x = !p in

if ...
then ...
else ...

get(p) ≔ !p
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Making the API Thread-Safe

How can we make the API thread-safe?

Using the compare-and-set primitive: CAS(p, x , y)

Semantics: If value pointed to by p is equal to x, write y to p and return true, otherwise
return false

new() B ref(0)

inc(p) B
let x = !p in

if CAS(p, x , x + 1)
then ()
else inc(p)

get(p) ≔ !p
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Properties of the Counter API

let c = new() in
(inc(c) || inc(c))
get(c)

inc(p) B
let x = ! p in

if CAS(p, x , x + 1)
then ()
else inc(p)

The counter is now thread-safe:

Calls to the API methods do not get stuck

If calls to the API methods terminate, they yield the expected value
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What have we seen so far?

Assuming we wanted to verify thread-safety of the counter API:

inc(p) B
let x = ! p in

if CAS(p, x , x + 1)
then ()
else inc(p)

What do we need? Verification tool
Reasoning about computation state Hoare logic

Modular reasoning about resources Separation logic

Reasoning about concurrency Concurrent separation logic

Non-structural recursion Step-indexing
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What is Iris?

Step-indexed, concurrent separation logic framework

Implemented in Coq

Modularity: Specifications are reusable and composable

Language-independent (Rust, OCaml, Scala, Go, ...)
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Some Background on Iris

Before discussing later credits, we need some background on Iris:
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Propositions in Iris

P ,Q F False | True Boolean values
| …

| P ∨ Q Disjunction
| ∃x : 𝜏 . P Ex. quantification
| ∀x : 𝜏 . P Univ. quantification
| {P} e {v . Q} Hoare triples
| P ∗ Q Separating conjunction
| ℓ ↦→ v Points-to assertion
| ⊲ P Later modality
| …

Higher-order logic: �antifiers can range over any type

Hoare triples are first-order
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Hoare Logic

Hoare triples express partial program correctness:

{P} e {v . Q}

For an initial state satisfying precondition P :

Execution of e does not crash

If e terminates with value v ′, the final state satisfies the postcondition Q by Q [v ← v ′]
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Separation Logic

Propositions convey ownership of state

Points-to assertion: ℓ ↦→ v

Separating conjunction: P ∗ Q
(ℓ ↦→ v) ∗ (k ↦→ w) implies ℓ ≠ k

Frame rule:

Frame

{P} e {v . Q}
{P ∗ R} e {v . (Q ∗ R)}
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Concurrent Separation Logic

Parallel composition rule of CSL:

Par

{P1} e1 {v . Q1} {P2} e2 {v . Q2}
{P1 ∗ P2} e1 || e2 {v . Q1 ∗ Q2}
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Step-Indexing

Technique for reasoning about (languages with) “cyclic” features

E.g. higher-order state:

r ← 𝜆x . (!r) x;

(!r) ()

Problem: Naive models are unsound

Solution: Stratify the model with step-indices

Expression e satisfies predicate P with n steps “on the clock” if, when e reduces to e′ in i < n
steps, then e′ satisfies P with n − i steps le� “on the clock”
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A Minimal Step-Indexed Logic

Expression grammar:

P ,Q F False | True Boolean values
| P ∧ Q Conjunction
| P ∨ Q Disjunction
| P ⇒ Q Implication
| ∃x . P Ex. quantification
| ∀x . P Univ. quantification
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A Minimal Step-Indexed Logic

Semantic model: Step-indexed propositions are interpreted as downwards-closed subsets

of N.

SProp , {A ⊆ N | ∀n ≥ m. n ∈ A⇒ m ∈ A} = P↓(N)
È−É : Prop→ SProp
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⋂
v
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v
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A Minimal Step-Indexed Logic

A selection of rules:

P ` True False ` P

P Q

P ∧ Q
P ∧ Q ` P P ∧ Q ` Q

P ` P ∨ Q Q ` P ∨ Q
P ` R Q ` R

P ∨ Q ` R

Nothing new or exciting so far...
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The Later Modality

Updated expression grammar:

P ,Q F False | True Boolean values
| P ∧ Q Conjunction
| P ∨ Q Disjunction
| P ⇒ Q Implication
| ∃x : 𝜏 . P Ex. quantification
| ∀x : 𝜏 . P Univ. quantification
| ⊲ P Later modality
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The Later Modality

Updated semantic model:

SProp , {A ⊆ N | ∀n ≥ m. n ∈ A⇒ m ∈ A}
È−É : Prop→ SProp

ÈFalseÉ𝜌 , ∅ ÈP ∧ QÉ𝜌 , ÈPÉ𝜌 ∩ ÈQÉ𝜌
ÈTrueÉ𝜌 , N ÈP ∨ QÉ𝜌 , ÈPÉ𝜌 ∪ ÈQÉ𝜌
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È∀x .PÉ𝜌 ,
⋂
v

ÈPÉ𝜌 [x←v ] ÈxÉ𝜌 , 𝜌 (x)

È∃x .PÉ𝜌 ,
⋃
v

ÈPÉ𝜌 [x←v ]

È⊲ PÉ𝜌 , {n | n = 0 ∨ (n − 1) ∈ ÈPÉ𝜌 }
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The Later Modality

Rules:

LaterIntro

P ` ⊲ P

LaterMono

P ` Q
⊲ P ` ⊲Q

Löb

(⊲ P ⇒ P) ` P
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Later Elimination

The Later Elimination Problem:

⊲ P is in the context, but P is necessary to proceed,

i.e. the guarding later must be eliminated

Three common techniques:

Timelessness of propositions

Commuting rules

Program steps (PureStep)
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⊲ P is in the context, but P is necessary to proceed,

i.e. the guarding later must be eliminated

Three common techniques:

Timelessness of propositions

Commuting rules

Program steps (PureStep)

If P is timeless, a later modality guarding P can be “stripped away”.

A proposition P is timeless, i�

∀n. 0 ∈ ÈPÉ ⇒ n ∈ ÈPÉ.

David Läwen Later Credits January 24th, 2023 24 / 34



Later Elimination

The Later Elimination Problem:

⊲ P is in the context, but P is necessary to proceed,

i.e. the guarding later must be eliminated

Three common techniques:

Timelessness of propositions

Commuting rules

Program steps (PureStep)

If P is timeless, a later modality guarding P can be “stripped away”.

Timeless

{P ∗ Q} e {v . R} timeless(P)
{⊲ P ∗ Q} e {v . R}
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The Later Elimination Problem:

⊲ P is in the context, but P is necessary to proceed,

i.e. the guarding later must be eliminated

Three common techniques:

Timelessness of propositions

Commuting rules

Program steps (PureStep)

LaterSep

⊲(P ∗ Q) a` ⊲ P ∗ ⊲Q
LaterConj

⊲(P ∨ Q) a` ⊲ P ∨ ⊲Q

LaterExist

inhabited(x)
⊲(∃x . ⊲ P) a` ∃x . ⊲ P
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Later Elimination

The Later Elimination Problem:

⊲ P is in the context, but P is necessary to proceed,

i.e. the guarding later must be eliminated

Three common techniques:

Timelessness of propositions

Commuting rules

Program steps (PureStep)

PureStep

{P} e′ {v . Q} e→pure e′

{⊲ P} e {v . Q}
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Idea: Amortisation of Later Eliminations

Instead of one later elimination per step...

e1 e2 e3 e4 …
1 LE 1 LE 1 LE 1 LE

... generate one “token” per step which is redeemable for one later elimination, possibly

at a later stage:

e1
£0

e2
£1

e3
£2

e4
£3 £1

…
+£1 +£1 +£1 +£1

2 LE
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A Brief Interlude: Resources and the Update Modality

Resources are a form of non-physical state, subject to the reasoning principles of

separation logic

Resources are updated according to resource-specific update rules

Update modality (|V) allows reasoning about the result of updating resources

|VP states that P holds a�er applying updates to the resources

UpdIntro

P ` |VP

UpdMono

P ` Q
|VP ` |VQ

UpdTrans

|V |VP ` |VP
UpdFrame

P ∗ |VQ ` |V(P ∗ Q)

UpdExec

{P} e {v . Q}
{|VP} e {v . Q}

David Läwen Later Credits January 24th, 2023 27 / 34



A Brief Interlude: Resources and the Update Modality

Resources are a form of non-physical state, subject to the reasoning principles of

separation logic

Resources are updated according to resource-specific update rules

Update modality (|V) allows reasoning about the result of updating resources

|VP states that P holds a�er applying updates to the resources

UpdIntro

P ` |VP

UpdMono

P ` Q
|VP ` |VQ

UpdTrans

|V |VP ` |VP
UpdFrame

P ∗ |VQ ` |V(P ∗ Q)

UpdExec

{P} e {v . Q}
{|VP} e {v . Q}

David Läwen Later Credits January 24th, 2023 27 / 34



A Brief Interlude: Resources and the Update Modality

Resources are a form of non-physical state, subject to the reasoning principles of

separation logic

Resources are updated according to resource-specific update rules

Update modality (|V) allows reasoning about the result of updating resources

|VP states that P holds a�er applying updates to the resources

UpdIntro

P ` |VP

UpdMono

P ` Q
|VP ` |VQ

UpdTrans

|V |VP ` |VP
UpdFrame

P ∗ |VQ ` |V(P ∗ Q)

UpdExec

{P} e {v . Q}
{|VP} e {v . Q}

David Läwen Later Credits January 24th, 2023 27 / 34



Later Credits

Two main components of later credits in Iris:

New resource type £n
New update modality (|V

le
) (later elimination update)

£1 represents the “right to eliminate” one later
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Later Credits

Two main components of later credits in Iris:

New resource type £n
New update modality (|V

le
) (later elimination update)

£1 represents the “right to eliminate” one later

PureStep

{P ∗ £1} e′ {v . Q} e→pure e′

{P} e {v . Q}

LEUpdLater

£1 ∗ ⊲ P ` |V
le
P

LEUpdExec

{P} e {v . Q}
{|V

le
P} e {v . Q}

Facilitates reasoning about later eliminations as an ownable resource

CreditSplit

£(n +m) ⇔ £n ∗ £m
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Propositions in Iris

P ,Q F False | True Boolean values
| …

| P ∨ Q Disjunction
| ∃x : 𝜏 . P Ex. quantification
| ∀x : 𝜏 . P Univ. quantification
| {P} e {v . Q} Hoare triples
| P ∗ Q Separating conjunction
| ℓ ↦→ v Points-to connective
| ⊲ P Later modality
| £n Later credits
| |V

le
P Later elimination update modality

| …
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Later Credits for Reordering Refinements

Expression e contextually refines expression e′, denoted by e ≤ctx e′, if no well-typed
context C can distinguish the two.

Reordering refinement: Execution order of e1 and e2 is not observable.

(e1 | | e2) ≤ctx (e1, e2)

ReLoC: Show contextual refinement using step-indexed logical relation

Right-hand program represented by ghost state

In the paper: Reorderability of operations for JavaScript-style promises

Higher-order state!
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