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Abstract In this paper, we study a class of linear transformations that are used
as mixing maps in block ciphers. We address the question which properties of the
linear transformation affect the probability of differentials and characteristics over
Super boxes. Besides the expected differential probability (EDP), we also study
the fixed-key probability of characteristics, denoted by DP[k]. We define plateau
characteristics, where the dependency on the value of the key is very structured. Our
results show that the distribution of the key-dependent probability is not narrow
for characteristics in the AES Super box and hence the widely made assumption
that it can be approximated by the EDP, is not justified. Finally, we introduce a
property of linear maps which hasn’t been studied before. We call this property
related differentials. Related differentials don’t influence the EDP of characteristics,
but instead they affect the distribution of their DP[k] values.

Keywords AES-like ciphers · Linear maps · EDP

1 Introduction

Differential cryptanalysis was introduced in [7]. Additional concepts were defined in
[23]. The resistance of symmetric encryption primitives like block ciphers against
differential cryptanalysis depends both on the non-linear building blocks and the
linear mixing maps interconnecting them. Super boxes are the smallest unit in
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which both linear and non-linear components are present. Bounds on the expected
differential probability (EDP) of characteristics over Super boxes are the 2-round
characteristic bounds given in the design documentation of Rijndael [15]. Bounds
on the EDP of differentials have been investigated in [18, 28, 29]. In this paper,
we concentrate on the role that the linear mixing maps play in the computation of
these bounds.

Besides the EDP, we also study the fixed-key probability of characteristics,
denoted by DP[k]. It has been reported before that the DP[k] of characteristics
depends on the value of the key [4, 8, 9]. We define plateau characteristics, where
the dependency on the value of the key is very structured. The fixed-key probability
of these characteristics is either zero, or 2h, with h a value that depends only on
the characteristic and not on the key. We show that for a large class of ciphers, all
two-round characteristics are plateau characteristics. Our results show that the dis-
tribution of the key-dependent probability is not narrow and hence the widely made
assumption that it can be approximated by the EDP, is not justified.

Finally, we introduce a property of linear maps which hasn’t been studied before.
We call this property related differentials. Related differentials don’t influence the
EDP of characteristics, but instead they affect the distribution of their DP[k] values.

This paper is organized as follows. In Section 2 we repeat some basic definitions
relevant for differential cryptanalysis. In Section 3 we introduce the concept of bun-
dles and derive a bound on the EDP of differentials over Super boxes. In Section 4 we
explain the difference between a bound on the EDP of characteristics or differentials
and a proof of security. This completes the first part of this paper. In the second
part, we introduce planar differentials and plateau characteristics in Section 5. We
determine all characteristics through the AES Super box in Section 6. In the third
part of the paper we find out how properties of the linear map cause non-uniformity
in the distribution of the DP[k]. We introduce the concept of related differentials in
Section 7 and present an algorithm to determine them in Section 8. We discuss the
impact on AES in Section 9. We present our conclusions in Section 10.

2 Differential cryptanalysis

In differential cryptanalysis, we study the behavior of maps when inputs are applied
in pairs that have a fixed difference. In particular, we are interested in the distribution
of the output differences of the pairs. In order to resist differential attacks, there
shouldn’t be differentials that have a DP significantly higher than the average.

2.1 Differentials, characteristics and probability

We denote a differential [23] over a map by (a, b) and assume that it is clear from
the context which map we mean. We call a the input difference and b the output
difference.

Definition 1 The differential probability DP(a, b) of a differential (a, b) over a map
f is the fraction of pairs with input difference a that have output difference b :

DP(a, b) = 2−n#{x| f (x + a) = f (x) + b},
where n is the input length in bits of f .



Cryptogr Commun

For a keyed map, we can define a differential probability DP[k](a, b) for each
value k of the key. We define the expected differential probability (EDP) of a
differential as the average of the differential probability DP[k](a, b) over all keys.

Let B[k] denote a keyed composed function consisting of a sequence of s steps
f i[k]:

B[k](x) = (
f s[k] ◦ · · · ◦ f 2[k] ◦ f 1[k]) (x). (1)

A characteristic through B[k] is a sequence of differences Q = (a, b1, b2, . . . , bs). The
sequence consists of an input difference a, followed by the output differences of all
the steps of the composed function. A right pair of the characteristic for a given key
k is a pair {a, x + a} such that

f 1[k](x) + f 1[k](x + a) = b1
(

f 2[k] ◦ f 1[k]) (x) + (
f 2[k] ◦ f 1[k]) (x + a) = b2

. . .

B[k](x) + B[k](x + a) = bs. (2)

The differential probability of a characteristic Q = (a, b1, . . . , bs) is the fraction of
pairs with input difference a that satisfy (2). A characteristic over a keyed composed
map has a differential probability DP[k](Q) for each value k of the key. The EDP of
a characteristic is the average of its DP[k] over all keys.

For Markov ciphers, the EDP of a characteristic Q is the product of the DP of
its S-boxes [23]. A characteristic Q = (a, b1, . . . , bs) is in a differential ( f, g) if a = f
and (bs = g). The DP[k] of a differential is the sum of the DP[k] values of all the
characteristics in that differential

DP[k](a, bs) =
∑

Q in (a,bs)

DP[k](Q) , (3)

and hence the same holds for the EDP.
By definition, differentials over a linear map l have DP(a, b) > 0 if and only if

b = l(a). It follows that only nonlinear maps can resist differential cryptanalysis.
However, when we study maps that are composed of several steps, both linear
and nonlinear steps are important to characterize the differential properties of the
composed map. In this paper, we study a relatively simple type of composed maps,
which we call Super-boxes.

2.2 Super boxes

Let S[x] denote a nonlinear transformation, or S-box, with domain and range
GF(2ns ). Extension to other types of fields is easy, but fields of characteristic two
are by far the most used in symmetric cryptography.

Several ciphers that use S-boxes and linear transformations can be described using
the structure of a Super box.
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Definition 2 A super box maps a vector a of m elements ai to an array e of m elements
ei. Each of the elements has size ns. A super box takes a key k of size m × ns = n.
It consists of the sequence of four transformations (or steps):

Substitution: m parallel applications of an invertible ns-bit S-box,

b = S(a) ⇔ bj = S[a j], j = 0, 1, . . . , m − 1,

Mixing: a linear map,

c = M(b),

Round key addition:

d j = c j + k j, j = 0, 1, . . . , m − 1

Substitution: m parallel applications of a ns-bit S-box,

e = S(d) ⇔ e j = S[d j], j = 0, 1, . . . , m − 1,

The S-boxes in the two S-box steps may also be all different.

2.3 Characteristics through super boxes

A differential characteristic through a super box consists of a sequence of 5 differ-
ences. The input difference is denoted by a, the difference after the first substitution
step by b , the difference after the mixing step by c, the difference after the round key
addition by d and the output difference of the super box by e. In a characteristic with
EDP > 0, we always have d = c, so we often omit d from the notation and c = M(b).
We denote these characteristics by (a, b , d, e) or by (a, b , M(b), e).

A characteristic over a super box can specify that one or more of the S-boxes have
input difference 0. Such S-boxes have always output difference 0, with probability 1.

When computing the probability of a characteristic, only the S-boxes with non-
zero input difference need to be taken into account. They are called active S-boxes.
A well-known important property of the linear mixing map in a Super box is its
(differential) branch number.

Definition 3 [12, 15] The differential branch number of a linear map M is defined as

B(M) = min
a �=0

(wt(a) + wt(M(a))) .

Here wt denotes the weight of the input and output vectors, which is the number
of ns-bit components different from 0. The importance of the branch number follows
from the following bound on the EDP of a characteristic over a Super box. Let δ be
an upper bound on the DP(a, b) over one active S-box, then

max
Q,a �=0

EDP(Q) ≤ δB(M). (4)

We can partition the set of input vectors to a Super box by considering truncated
differences [21]. All vectors in a given equivalence class have zeroes in the same
positions and non-zero values in the other positions. An equivalence class is charac-
terized by an activity pattern. The activity pattern has a single bit for each position
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indicating whether its value must be 0 (passive) or not (active). The activity pattern
of a differential (a, e) is the couple of the activity patterns of a and e.

2.4 Linear maps and codes

A map M, that is linear over GF(2ns), can be written as a multiplication by an m × m
matrix Mc:

c = M(b) ⇔ c = bMc.

Then the vectors (b , c) are codewords of a linear code with generator matrix G =
[I Mc] and check matrix H = [Mt

c I]. This code has length 2m, dimension m and
minimum distance equal to the branch number of M [15, 30]. We call this linear code
the associated code of M.

3 Bundles of characteristics and the EDP of differentials over the AES super box

In this section we examine more closely some properties of the AES Super box.

3.1 The AES super box

The AES S-box operates on GF(28) and can be described as

S[x] = L(x−1) + q, (5)

Here x−1 denotes the multiplicative inverse of x in GF(28), extended with 0 being
mapped to 0. L is a linear transformation over GF(2) and q a constant. Note that L
is not linear over GF(28) and can be expressed as a so-called linearized polynomial
[15, 24]. The properties of the AES S-box have been studied in [16, 26] and in this
paper we will not consider them in further detail.

The AES super box is a Super box where the elements are bytes and m = 4 and M
is the multiplication by the MixColumns matrix, which we denote by Ma:

c = M(b) ⇔ c = b ×

⎡

⎢
⎢
⎣

2 1 1 3
3 2 1 1
1 3 2 1
1 1 3 2

⎤

⎥
⎥
⎦ = bMa

The mixing map of AES has branch number 5, which is optimal for a map operating
on vectors of length 4. The associated linear code is an MDS code. A mixing map
with optimal branch number is called a multipermutation [32]. Observe that because
we work here with row vectors, the matrix Ma is given in transposed form compared
to the more common notation [1, 15].

If we consider two AES rounds, swap the steps ShiftRows and SubBytes in the
first round, and remove all linear operations before the first application of SubBytes
and after the second application of SubBytes, then we obtain a map that can also
be described as 4 parallel instances of the AES super box. This map has the same
distributions of DP[k] and EDP as two AES rounds.
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3.2 Bundles

Since d = c = bMa, a characteristic through the AES Super box is fully determined
by the differential (a, e) it is in and the intermediate difference b . For the EDP of a
differential over the AES super box, we have:

EDP(a, e) =
∑

EDP(a, b , bMa, e) =
∑

b

EDPS(a, b)EDPS(bMa, e) . (6)

with EDPS(x, y) the EDP of a differential (x, y) over SubBytes. Since the AES
S-box is invertible, EDPS(a, b) and EDPS(bMa, e) can be non-zero only if a and b,
respectively bMa and e have the same activity pattern.

If we are able to compute the number of characteristics for which both EDPS(a, b)

and EDPS(bMa, e) are non-zero, we can use (4) to derive an upper bound on the
EDP of a differential (a, e). The number of characteristics can be determined by
means of bundles, which we define below. We start with an example.

Example 1 Consider the characteristics in a differential (a, e) with a = [a0, 0, 0, 0].
Then clearly we must have b = [b0, 0, 0, 0] and thanks to MixColumns we have
c0 = 2b0, c1 = b0, c2 = b0 and c3 = 3b0, or equivalently c = b0[2, 1, 1, 3], where
b0[2, 1, 1, 3] denotes the scalar multiplication of the vector [2, 1, 1, 3] with the (non-
zero) scalar b0. There are 255 characteristics in the differential, one for each nonzero
value of b0.

This can be generalized to any AES super box differential with 5 active S-boxes. If
Q = (a, b , c, e) and Q′ = (a, b ′, c′, e) are two characteristics of the same differential
with 5 active S-boxes, then there exists a γ such that b = γ b ′, and c = γ c′. We define
a bundle as follows.

Definition 4 The bundle B(ub) associated with the vector ub, is the set of 255 vectors
defined as follows:

B(ub) = {γ ub|γ ∈ GF(28) \ {0}} .

Scalar multiplication doesn’t change the activity pattern of a vector. Furthermore,
MixColumns is linear over GF(28): (γ b)Ma = γ (bMa). Hence also the activity pat-
tern of uc = ubMa is the same for all vectors ub of a bundle. If (a, ub, uc, e) is a
characteristic through the AES super box, then (a, b , bMa, e) is a characteristic
through the AES super box ∀b ∈ B(ub). Hence, the set of characteristics in (a, e) can
be partitioned into a number of classes. Each class contains the 255 characteristics
(a, b , bMa, e) defined by keeping a, e constant and varying b over all the values
of a bundle B(ub). In the following, we use ‘bundle’ also to refer to such a class
of characteristics. A characteristic in the bundle B(ub) of the differential (a, e) is
uniquely identified by the value of γ .

3.3 Bundles and activity patterns

Since MixColumns has branch number 5, activity patterns of differentials over the
AES Super box must have a minimum of five active positions or else their EDP = 0.
A simple counting reveals that there are 56 activity patterns with five active positions,
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28 with six active positions, eight with seven active positions and one with eight active
positions.

As explained in Example 1, a differential with five active S-boxes only has a single
bundle of characteristics. Table 1 lists the activity patterns with five active S-boxes
and the corresponding values of (ub, uc) for the AES super box. The 56 activity
patterns with 5 active positions can be derived by rotation of the 14 activity patterns
listed.

For the bundles of a differential with 6 active positions, the ub values can be found
by taking (almost) all possible combinations of two ub values of bundles with 5 active
positions. For example, for activity pattern (1110; 1110) we combine the bundles for
(1010; 1110) and (0110; 1110) as given by Table 1. This gives:

ub = [1, 0, 3, 0] + ε[0, 1, 1, 0] = [1, ε, 3 + ε, 0]
uc = [1, 4, 7, 0] + ε[2, 1, 3, 0] = [1 + 2ε, 4 + ε, 7 + 3ε, 0].

This results in 255 different bundles, one for each nonzero value of ε. However, not
all nonzero values of ε are admissible. For example, if ε = 3 then we obtain

ub = [1, 3, 0, 0],
uc = [7, 7, 2, 0]

which doesn’t have activity pattern (1110; 1110). For ub, uc to have activity pattern
(1110; 1110) the value of ε must be different from 3, 1 · 2−1, 4 and 7 · 3−1. Hence, a
differential with 6 active S-boxes has 251 bundles.

Denote the number of bundles for an activity pattern with x active S-boxes by
BN(x). For all Super boxes with the same dimensions as the AES Super box, and
where the associated linear code of the mixing map is an MDS code, we have:

BN(5) = 1
BN(6) = 255 − 4BN(5) = 251
BN(7) = 2552 − 4BN(6) − 6BN(5) = 64015
BN(8) = 2553 − 4BN(7) − 6BN(6) − 4BN(5) = 16323805

Table 1 Activity patterns with
five active S-boxes for the
AES Super box and the
corresponding values of
(ub, uc) (in hexadecimal
notation)

Activity pattern ub uc

(1000;1111) [1, 0, 0, 0] [2, 1, 1, 3]
(1100;1011) [2, 1, 0, 0] [7, 0, 3, 7]
(0110;1110) [0, 1, 1, 0] [2, 1, 3, 0]
(0011;1011) [0, 0, 1, 3] [2, 0, 7, 7]
(1001;1110) [2, 0, 0, 3] [7, 1, 7, 0]
(1010;0111) [2, 0, 1, 0] [5, 1, 0, 7]
(0101;0111) [0, 1, 0, 3] [0, 1, 4, 7]
(0111;0101) [0, 1, 4, 7] [0, 9, 0, B]
(0111;1010) [5, 1, 0, 7] [E, 0, D, 0]
(1110;1001) [7, 1, 3, 0] [E, 0, 0, B]
(1011;0011) [2, 0, 3, 7] [0, 0, D, B]
(1110;0110) [2, 1, 7, 0] [0, 9, D, 0]
(1011;1100) [7, 0, 7, 7] [E, 9, 0, 0]
(1111;1000) [E, 9, D, B] [1, 0, 0, 0]
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The total number of nonzero vectors of 4 bytes is 232 − 1. Each bundle groups 255
such vectors, so the total number of bundles is

232 − 1

28 − 1
= 224 + 216 + 28 + 1 .

3.4 Closing

In this section, we gave a short overview of the properties of MixColumns that
are relevant for the computation of the EDP of differentials. More results on two-
round AES differentials can be found in [16, 18, 19, 28, 29]. In the remainder of
this paper, we move our attention from the EDP to the distribution of the DP[k] of
characteristics.

4 EDP versus DP

An important example of composed maps is formed by block ciphers. Modern block
ciphers are designed to resist differential cryptanalysis [23]. The constructions in
[25, 27] providing provable security against differential cryptanalysis consider only
the EDP values of characteristics and differentials, hence average-case behavior.

Often, we are interested in the worst-case behavior of a cipher. In order to trans-
late bounds on the EDP to bounds on the worst-case behavior, designers sometimes
rely on the

Hypothesis 1 (Hypothesis of Stochastic Equivalence [23]) For all differentials (a, b),
it holds that for most values of the key k, DP[k](a, b) ≈ EDP(a, b).

In statistical terms, the assumption is made that all values present in the distribu-
tion DP[k] are close to the mean value of the distribution. This hypothesis has been
observed to hold in toy ciphers [22], but not in ciphers that are used in practice, for
instance DES [9, 20] and IDEA [10].

It follows from Definition 1 that the hypothesis can’t hold for characteristics.
The DP[k] of a characteristic over a map is always an integer multiple of 2−n. In
fact, when we are working in a field with characteristic two, the symmetry between
addition and subtraction implies that DP[k] is always an integer multiple of 21−n.
The EDP however, can easily take lower values. For instance, characteristics over
the AES super box where all eight S-boxes have a non-zero input difference, have
EDP ≤ 2−48. It follows that a bound on the EDP doesn’t imply that the DP values
are bounded.

This problem has of course been observed before and therefore ‘folk lore’ some-
times uses the hypothesis in a somewhat weaker form, namely if EDP(a, b) 
 21−n,
then it is often assumed that for the overwhelming majority of the keys, DP[k] will
be equal to either zero or 21−n, the minimum non-zero value.

In the next section we will see examples where the DP[k] values are distributed
completely differently.
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5 Two-round plateau characteristics

In this section we show that for a large class of ciphers, two-round characteristics
have a DP[k] that can take only two values.

5.1 Planar differentials and maps

As customary [7], we consider ordered pairs of inputs, but we denote them by curled
braces ‘{}’ in order to avoid confusion with differentials.

Let F(a,b) denote the set containing the inputs x for which the pair {x, x + a}
is a right pair for the differential (a, b). Let G(a,b) denote the set containing the
corresponding outputs. We define planar differentials as follows:

Definition 5 ([17]) A differential (a, b) is planar if F(a,b) and G(a,b) form affine
subspaces [2]:

F(a,b) = u + U(a,b)

G(a,b) = v + V(a,b)

with U(a,b) and V(a,b) vector spaces, u any element in F(a,b) and v any element
in G(a,b).

If F(a,b) contains an element x, then it also contains x + a. Hence if F(a,b)

is not empty, then a ∈ U(a,b). The number of elements in F(a,b) is 2dim(U(a,b)), so
dim(U(a,b)) = n + log2(DP(a, b)). Similarly, we have b ∈ V(a,b) and dim(V(a,b)) = n +
log2(DP(a, b)). We can now prove the following.

Lemma 1 ([17]) The following differentials are always planar differentials:

1. A differential which has exactly two right pairs,
2. A differential which has exactly four right pairs,
3. A differential with DP = 1.

Examples of differentials with DP = 1 are the trivial differential (0, 0) and differ-
entials over linear maps. If DP(a, b) = 2t−n, with t �∈ {1, 2, n}, the differential may or
may not be planar.

Definition 6 ([17]) A map is planar if all differentials over it are planar.

Any map for which all non-trivial differentials have DP(a, b) ≤ 22−n is planar.
Such maps are called differentially four-uniform [26]. Now we give two lemmas on
planar differentials over composed maps. The first lemma applies for instance to
a substitution step in a block cipher, consisting of the parallel application of some
S-boxes.

Lemma 2 ([17]) Let y = α(x) be a map consisting of a set of parallel maps yi = αi(xi)

with x = (x0, x1, . . . , xt) and y = (y0, y1, . . . , yt). A differential (a, b) for which the
differentials (ai, bi) are planar, is planar.
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We have

U(a,b) = U(a0,b0) × U(a1,b1) × · · · × U(at,b t)

u(a,b) = (
u(a0,b0), u(a1,b1), . . . , u(at,b t)

)

V(a,b) = V(a0,b0) × V(a1,b1) × · · · × V(at,b t)

v(a,b) = (
v(a0,b0), v(a1,b1), . . . , v(at,b t)

)

with × denoting the direct product [2]. The following lemma applies to a sequence
of maps.

Lemma 3 ([17]) If (a, b) is a planar differential of α, then for any pair of affine
maps L1 and L2 with L1 invertible, the differential (L1(a), L2(b)) is planar over
L2 ◦ α ◦ L−1

1 .

Examples of ciphers in which single-round differentials are planar are the AES,
but also 3-Way [11], SHARK [31], Square [13], Camellia [5], Serpent [3] and
Noekeon [14]. Some other popular maps that are planar, are the majority function
f (x, y, z) = xy xor xz xor yz and the ‘if’ function g(x, y, z) = xy xor (¬x)z.

5.2 Plateau characteristics

Similar to the concept of plateaued functions [33], for which the Walsh spectrum
takes only two values (in absolute value), we define plateau characteristics as charac-
teristics for which the DP[k] takes only two values (where one value is always zero).
The height of a plateau characteristic determines how high the non-zero DP[k] value
of the plateau characteristic is.

Definition 7 ([17]) A characteristic Q is a plateau characteristic with height h(Q)

if and only if the following holds:

1. For a fraction 2n−h(Q)EDP(Q) of the keys, DP[k](Q) = 2h(Q)−n, and
2. For all other keys, DP[k](Q) = 0.

The height of a plateau characteristic can be bounded as follows. Firstly, h(Q) ≤ n.
Secondly, h(Q) is maximal when all but one key have DP equal to zero. Denoting the
number of keys by 2nk , we obtain that in this case EDP equals 2−nk times the non-
zero DP value. Taking the logarithm, we obtain log2(EDP(Q)) = −nk + h(Q) − n.
Hence, we have in all cases h(Q) ≤ nk + n + log2(EDP(Q)). We can now prove the
following result on an n-bit map consisting of two steps and an addition with an n-bit
key in between (hence nk = n).

Theorem 1 ([17]) A characteristic Q = (a, b , c) over a map consisting of two steps
with a key addition in between, in which the differentials (a, b) and (b , c) are planar, is
a plateau characteristic with h(Q) = dim(V(a,b) ∩ U(b ,c)).
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Only if h(Q) = n log2(EDP(Q)), it holds that DP[k](Q) = EDP(Q) for all keys.
This can only be the case for characteristics with EDP(Q) > 2−n. This theorem is
valid for all ciphers in which single-round differentials are planar and round keys are
applied with XOR. This includes all ciphers mentioned in Section 5.1.

6 Characteristics over the AES super box

The AES super box satisfies the criteria of Theorem 1 and hence all characteristics
Q in the AES super box are plateau characteristics. DP[k](Q) can be described
by defining W = V(a,c) ∩ U(c,e) and V(a,c) = Ma(V(a,b)), where Ma(V) = {vMa|v ∈ V}.
Table 2 gives the number of characteristics over the AES super box for each possible

Table 2 Number of characteristics (binary logarithm) per number of active S-boxes, EDP and height
for the AES super box

No. active − log2(EDP) Height

S-boxes 1 2 3 4 5

5 30 – 12.6 12.6 10.6 6.2
31 20.9 22.1 21.2 18.1 11.0
32 29.8 30.0 28.2 23.4 –
33 37.1 36.9 33.7 26.4 –
34 43.2 42.9 36.2 – –
35 48.0 47.5 – – –

6 36 20.7 15.6 8.3 3.8 –
37 30.3 24.2 16.3 11.6 –
38 38.6 31.5 23.1 17.5 –
39 46.1 38.1 28.9 – –
40 52.6 44.0 33.4 – –
41 58.3 49.3 – – –
42 62.7 53.4 – – –

7 42 27.0 15.7 5.3 – –
43 36.8 24.3 13.1 – –
44 45.3 31.7 19.5 – –
45 53.1 38.0 24.9 – –
46 60.0 43.5 – – –
47 66.3 48.0 – – –
48 71.7 50.9 – – –
49 75.9 – – – –

8 48 32.0 14.7 1.0 – –
49 41.9 23.7 9.0 – –
50 50.7 31.4 15.0 – –
51 58.7 38.3 – – –
52 66.0 44.5 – – –
53 72.7 49.9 – – –
54 78.7 54.1 – – –
55 83.7 – – – –
56 87.9 – – – –

Total 87.9 55.0 36.6 26.6 11.0
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combination of height, number of active S-boxes and EDP. We see that the EDP of
the characteristics ranges from 2−30 to 2−56 and the height from 1 to 5. It follows from
the data in the table that the ratio

DP[k](Q)/EDP(Q)

ranges from 1 to 225. We call characteristics for which the ratio is 1 flat characteristics
because for these the equality DP[k](Q) = EDP(Q) holds for all keys. Table 2
shows that there are in total 220.9 flat characteristics: those with EDP(Q) = 2−30 and
h(Q) = 2, and those with EDP(Q) = 2−31 and h(Q) = 1.

The characteristics that are the most interesting for differential attacks, are the
characteristics with the highest EDP or DP. They are in the top rows of the table.
We see that exactly these characteristics have the highest heights, hence the most
variation between DP values for different keys. Characteristics with height 5 have a
DP equal to 32/232, which is almost three times higher than the maximal MEDP of a
differential (13.25/232 [19, 28, 29]).

There are 72 characteristics of height 5 and EDP 2−30. These characteristics have
nonzero DP[k] for a fraction 232−30−5 = 2−3 of all keys. For a given key this results
in an expected value of 9 such characteristics with DP[k] = 25/232. Similarly, there
are 211 characteristics of height 5 and EDP 2−31 resulting in an expected value of
27 such characteristics with DP[k] = 25/232. This totals to an expected number of
137 characteristics with DP[k] = 25/232 per key for the AES super box. The table
shows also that it is easy to find characteristics Q1, Q2 with EDP(Q1) < EDP(Q2)

and h(Q1) > h(Q2).
The results in Table 2 are due to a combination of the properties of MixColumns

and the AES S-boxes. Experiments with Super boxes using different S-boxes showed
that characteristics with height larger than 1 appear always. This is due to a property
of MixColumns, which we investigate in the next sections.

7 Related differentials

In this section we define related differences and related differentials. We show
that the existence of related differentials influences the height of the characteristics
through Super boxes, and this independent of the choice of S-boxes.

7.1 Definitions

Definition 8 Two vectors x, x� containing each m elements of ns bits are related if
and only if

x jx�
j (x j + x�

j ) = 0, for j = 0, 1, . . . , m − 1. (7)

The all zero vector is trivially related to all vectors, and we exclude it from now on.
If x, x� are two related differences, then the differences x, x + x� are also related.
The following condition is equivalent to (7)

x j = 0 or x�
j = t jx j, t j ∈ {0, 1}, j = 0, 1, . . . , m − 1. (8)
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Two related differences define a special type of second order differential [21].
Any second order differential defines quartets {p, p + x, p + x�, p + x + x�}. If the
differences x and x� are related, then it follows that the sets

{
pj, pj + x j, pj + x�

j , pj + x j + x�
j ,

}
, j = 0, 1, . . . , m − 1.

contain only two different elements. This is illustrated in Fig. 1. Related differences
can be combined to related differentials.

Definition 9 Two differentials (b , c), (b�, c�) for a linear map M are related differen-
tials if and only if c = M(b), c� = M(b�), the differences b , b� are related differences
and the differences c, c� are related differences.

The following differentials are related differentials over the map c = bMa.

b = [0, 1, 4, 7], c = bMa = [0, 9, 0, B]
b� = [5, 1, 0, 7], c� = b�Ma = [D, 0, E, 0]

b + b� = [5, 0, 4, 0], c + c� = (b + b�)Ma = [D, 9, E, B]. (9)

7.2 Related differentials and plateau characteristics

Theorem 2 Let Q = (a, b , c, e) be a characteristic through a Super box with
EDP(Q) > 0. If (b , c) is in a set of related differentials over the mixing map, then
Q is a plateau characteristic with h(Q) ≥ 2.

Proof Theorem 1 states that all characteristics through a Super box are plateau
characteristics. Hence we only need to show that for each pair Px = {x, x + a}, that
is a right pair of Q for a certain round key value k, there exists a pair

Py = {x + a�, x + a� + a} �= {x + a, x}

Fig. 1 A second order dif-
ferential and the associated
quartet can be represented
by a square. If one of the
differences x j, x�

j or x j + x�
j

equals zero, then the square
collapses to a line
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that is also a right pair of Q for the same value of the round key. Let (b�, c�) denote
a differential that is related to (b , c). Define the difference a� as the solution of:

S(x + a�) + S(x) = b� ⇔ a� = S−1(b� + S(x)) + x. (10)

Then the pair Py is a right pair of Q because of the following:

• If S would be a linear map, then (10) would imply that S(x + a + a�) + S(x + a) =
b� and we would have:

S(x+a�)+S(x+a� + a)=(S(x)+b�)+(S(x + a)+b�)=S(x)+S(x+a)=b .

(11)

Since S is not linear, the equality doesn’t hold for all a�. However, because b and
b� are related differences, for each j at least one of the three differences bj, b�

j
and bj + b�

j equals zero. Since S uses invertible S-boxes, it follows that for each
j also at least one of the three differences a j, a�

j and a j + a�
j equals zero. Hence

the sets

{x j, x j + a j, x j + a�
j , x j + a j + a�

j }, j = 0, 1, . . . , m − 1.

contain only two different elements. Consequently, (11) holds and Py is a right
pair for the first substitution step.

• Py is a right pair for the mixing step:

M(S(x + a�)) + M(S(x + a� + a)) = M(S(x + a�) + S(x + a� + a)) = M(b) = c.

• Let v denote the value M(S(x)) + k, which is the output of the round key addition
for the input x. Since x is in the right pair Px, we know that v ∈ F(c,e). From the
previous steps, it follows also that S(x + a�) + S(x) = b� and

M(S(Py)) + k = {v + c�, v + c� + c}.
Now we use the fact that c and c� are related differences and by following a
reasoning similar as for the first substitution step, we conclude that Py is a right
pair for the last substitution step and hence it is a right pair for the Super box.

��

8 Determining the related differentials

In this section, we derive an algorithm that produces for a given linear mixing map
all the sets of related differentials. To simplify the description, we will assume that
the linear map consists of the multiplication by an m × m matrix Mc and that the
associated linear code is an MDS code. We start with an example.

8.1 First example

Assume we have a differential (b , c) with c = bMa through the mixing map of the
AES Super box with activity pattern (0111; 0101). We want to determine whether
there exist differences b�, c� = b�Ma satisfying (7).
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Firstly, we know that the linear code associated with MixColumns has minimal
distance 5, and hence if b0 = c0 = c2 = 0, then all other bj, c j are different from zero.
Equation (7) doesn’t put any constraints on b�

0 , c�
0 , and c�

2 . From c� = b�Ma we can
derive one equation from which these 3 elements are eliminated:

3c�
1 + c�

3 = 7b�
1 + 4b�

2 + b�
3 .

Using (8) we obtain:

3t5c1 + t7c3 = 7t1b1 + 4t2b2 + t3b 3, t j ∈ {0, 1} (12)

Secondly, we know from Section 3 that there is only one bundle with activity pattern
(0111; 0101). Hence:

(b , c) = (0, γ, 4γ, 7γ ; 0, 9γ, 0, Bγ ) with γ ∈ GF(28) \ {0}. (13)

Combining (12) and (13) gives

7γ t1 + 10γ t2 + 7γ t3 + 1Bγ t5 + Bγ t7 = 0.

For any value of γ , we obtain a system of linear equations over GF(2). The
5 unknowns are t1, t2, t3, t5, t7. The number of independent solutions depends on
the dimension of the vector space spanned by

{7γ, 10γ, 7γ, 1Bγ, Bγ }.

Note that the dimension here is determined over GF(2): linear dependencies be-
tween vectors must have binary coefficients. This dimension is always at most 4, since
we know that setting all t j = 1 gives the solution (b , c). In this case, the dimension
equals 3, which means that there is one other solution (b�, c�), hence the weight of
a characteristic with (b , c) as input, respectively output difference for MixColumns,
has height at least two.

8.2 For any given differential

Let (b , c) be the given differential for which we want to find a related differential over
a given linear map. Denote by z the number of non-zero elements in (b , c), minus m.
This implies that the number of zero elements in (b , c) equals m − z. Denote by H
the check matrix of the linear code associated to the linear map. We know that (b , c)
and the related differential(s) (b�, c�) must be vectors of the associated code:

H(b , c)t = H(b�, c�)t = 0.

This defines a first set of m constraints, one in each row of H. Secondly, for the indices
j where bj or c j are different from zero, we get the conditions (8) on t j. Every time
we have a bj or c j equal to zero, we have no condition on the corresponding b�

j or c�
j .

Therefore we eliminate these unknowns from the set of conditions.
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We denote by Hp the check matrix of a new linear code, where the code vectors
can take any value in the positions where the activity pattern of (b , c) is zero, and
where the conditions on the values in the other positions are the same as in the code
associated to the linear map. We denote the elements of Hp by hi, j and write:

∑

j

hi, jb�
j +

∑

j

hi, j+mc�
j = 0, i = 0, . . . , z − 1.

In these equations, we fill out (8) and obtain

m−1∑

j=0,bj �=0

hi, jbjt j +
m−1∑

j=0,c j �=0

hi, j+mc jt j+m = 0, i = 0, . . . , z − 1.

The solutions t j are the codewords of the binary code with as check matrix:

Dp =

⎡

⎢
⎢
⎣

h0,0b0 h0,1b1 . . . h0,2m−1cm−1

h1,0b0 h1,1b1 . . . h1,2m−1cm−1

. . . . . . . . . . . .

hz−1,0b0 hz−1,1b1 . . . hz−1,2m−1cm−1

⎤

⎥
⎥
⎦ , (14)

except for the codeword (1 1 . . . 1), which corresponds to the original difference
(b , c). The number of independent solutions for this set of equations depends on the
rank of Dp: if rank(Dp) < z + m − 1, then related differentials exist. Note that Dp

is a matrix containing elements of GF(2ns), but we determine the rank over GF(2):
linear dependencies must have binary coefficients.

8.3 For all differentials with the same activity pattern

The previous method can be done in parallel for all differences with a given activity
pattern p. Denote by G the generator matrix of the associated linear code. All
differentials can be written as a linear combination of rows of G. The differentials
with activity pattern p (plus the zero vector) form a sub-space of the linear code.
The sub-space contains only the code vectors that are zero in the positions where the
activity pattern is zero. We denote the generator matrix for this sub-space by Gp.

We now define z parameters εk, write (b , c) = (ε0, . . . , εz−1)Gp = εGp and apply
the method described in Section 8.2 to determine related differentials. The elements
of matrix Dp of (14) now depend on the vector ε. Denoting the elements of Gp by
gi, j and the elements of Dp(ε) by di, j, we obtain:

dij = hij

z−1∑

k=0

εkgkj

The number of dependent columns in Dp(ε) may depend on ε. Any non-zero vector
ε for which there are more than two codewords in the binary code with Dp(ε) as
check matrix, defines the difference (b , c) for which there exists a related differential.
The related differential is again determined by the codeword that is different from
(1, 1, . . . , 1). Figure 2 summarizes the algorithm.
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Fig. 2 Algorithm to compute related differentials where one of the differentials has a given activity
pattern p. If the algorithm terminates without finding related differentials, then there exist none for
this activity pattern

8.4 Second example

We now illustrate the algorithm described in Fig. 2. Consider the activity pattern
p = (1010; 1111) for the mixing map of the AES Super box. We have z = 2 and:

H =

⎡

⎢
⎢
⎣

2 3 1 1 1 0 0 0
1 2 3 1 0 1 0 0
1 1 2 3 0 0 1 0
3 1 1 2 0 0 0 1

⎤

⎥
⎥
⎦ , SH =

⎡

⎢
⎢
⎣

7 0 7 1 2 3 0 0
3 1 2 0 1 1 0 0
B 0 9 0 7 4 1 0
E 0 D 0 5 7 0 1

⎤

⎥
⎥
⎦ ,

Hp =
[

B 0 9 0 7 4 1 0
E 0 D 0 5 7 0 1

]

Further,

G =

⎡

⎢
⎢
⎣

1 0 0 0 2 1 1 3
0 1 0 0 3 2 1 1
0 0 1 0 1 3 2 1
0 0 0 1 1 1 3 2

⎤

⎥
⎥
⎦ = TG, Gp =

[
1 0 0 0 2 1 1 3
0 0 1 0 1 3 2 1

]
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This gives

Dp =
[

Bu0 0 9u1 0 (2u0 + u1)7 (u0 + 3u1)4 u0 + 2u1 0

Eu1 0 Du1 0 (2u0 + u1)5 (u0 + 3u1)7 0 3u0 + u1

]

For all values of the parameters u0, u1, the eight columns sum to zero. The sum of
the third, the sixth and the eighth column equals

[
4u0 + (9 + 3.4)u1

(7 + 3)u0 + (D + 3.7 + 1)u1

]

=
[

4u0 + 5u1

4u0 + 5u1

]

.

Hence for 4u0 = 5u1, these three columns are dependent. A non-trivial solution is
t2 = t5 = t7 = 1, t0 = t4 = t6 = 0. This gives

(b�, c�) = (0, b�
1 , b2, b�

3, 0, c1, 0, c3)

(b , c) + (b�, c�) = (b0, b�
1 , 0, b�

3, c0, 0, c2, 0).

Filling out 4u0 = 5u1, we see that we obtain again the vectors of the previous
example.

8.5 A combinatorial bound

If we want to check the existence of related differentials for a given map, then in
principle we need to repeat the algorithm of Fig. 2 for all possible activity patterns.
We present here an observation that reduces the number of activity patterns that
need to be considered if the linear code associated with the map is an MDS code.

The three differentials (b , c), (b�, c�) and (b + b�, c + c�) correspond to vectors
of an MDS code with minimal distance m + 1. Hence they can have at most m − 1
components equal to zero. On the other hand, from (7) we see that we need
to distribute at least 2m zeroes over these three differentials. A simple counting
argument results in the following bound.

Lemma 4 If (b , c), (b�, c�) are related differentials over a linear map with an asso-
ciated code that is an MDS code with length 2m and distance m + 1, then

min
{
wt(b , c), wt(b�, c�), wt(b + b�, c + c�)

} ≤ m + �m/3�.

This means that if related differentials exist, they will be revealed when we check all
the differentials with weights up to m + �m/3�. For instance, if m = 4, then two of
the three differentials need to have zeroes in at least 3 positions. Consequently, if we
check all activity patterns of weight 5 for the existence of related differentials, then
we have determined all the related differentials. Table 3 lists for m = 4, 5, 6, 7, 8, 9
the possible distributions of 2m zeroes and the differentials that need to be checked
for related differentials.
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Table 3 Possible distributions of 2m zeroes over 3 vectors, where each vector counts at most m − 1
zeroes

m Possible distributions Weights of activity patterns
of zeroes to be checked

4 (3,3,2) 5
5 (4,4,2), (4,3,3) 6
6 (5,5,2), (5,4,3), (4,4,4) 7, 8
7 (6,6,2), (6,5,3), (6,4,4), (5,5,4) 8, 9
8 (7,7,2), (7,6,3), (7,5,4), (6,6,4), (6,5,5) 9, 10
9 . . . 10, 11, 12

The last column gives the weights of the activity patterns that need to be checked in order to
determine all sets of related differentials

9 Implications for AES-like super boxes

9.1 Related differentials over circulant matrices

The fact that MixColumns has related differentials is no coincidence. This can be
understood easily if we write out the equivalent of Table 1 for a general 4 × 4
circulant matrix. Denote the matrix and its inverse by

Mc =

⎡

⎢⎢
⎣

a b c d
d a b c
c d a b
b c d a

⎤

⎥⎥
⎦ , M−1

c =

⎡

⎢⎢
⎣

e f g h
h e f g
g h e f
f g h e

⎤

⎥⎥
⎦ . (15)

Table 4 gives the bundles for a mixing map using this matrix. Looking at the second
and third row, respectively 12th and 13th row, we notice that they define related
differentials. All rotations of these bundles also define related differentials, as do all
scalar multiples.

Table 4 Bundles for a mixing map based on the circulant matrix defined in (15)

ub uc

1 0 0 0 a b c d
a 0 c 0 a2 + c2 ab + cd 0 ad + bc
0 b 0 d 0 ab + cd b2 + d2 ad + bc
a 0 0 d a2 + bd ab + cd d2 + ac 0
a b 0 0 a2 + bd 0 b2 + ac ad + bc
0 b c 0 c2 + bd ab + cd b2 + ac 0
0 0 c d c2 + bd 0 d2 + ac ad + bc
e2 + f h ef + gh h2 + eg 0 e 0 0 h
e2 + f h 0 f 2 + eg eh + fg e f 0 0
g2 + f h ef + gh f 2 + eg 0 0 f g 0
g2 + f h 0 h2 + eg eh + fg 0 0 g h
e2 + g2 ef + gh 0 eh + fg e 0 g 0
0 ef + gh f 2 + h2 eh + fg 0 f 0 h
e f g h 1 0 0 0
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9.2 Related differentials in MixColumns

Besides the related differentials described in the previous section, MixColumns has
eight more. Table 5 lists the four pairs of bundles from which all related differentials
can be derived by means of rotation and/or multiplication by a scalar. We know
from Section 3 that a differential with weight 5 is determined uniquely by its activity
pattern. This implies that 3/7 of the differentials with wt(b , c) = 5 is part of a set of
related differentials.

Four rounds of AES are, up to a linear transformation, equivalent to a large
Super box structure where the S-boxes are exactly the Super boxes we described
before. The mixing transformation of this large Super box structure is equivalent to
the sequence Shiftrows followed by MixColumns followed by ShiftRows. Also this
map has related differentials, and their activity patterns are the same as the activity
patterns of the differentials in Table 5. Hence, also a large set of characteristics over
4 rounds of AES has height at least 2.

9.3 Avoiding related differentials

There exist 4 × 4 matrices over GF(28) without related differentials, even matrices
with special structure. For instance matrices with the Hadamard structure, as in
Anubis [6]. Denote a 4 × 4 Hadamard matrix and its inverse as follows:

Mc =

⎡

⎢⎢
⎣

a b c d
b a d c
c d a b
d c b a

⎤

⎥⎥
⎦ , M−1

c =

⎡

⎢⎢
⎣

e f g h
f e h g
g h e f
h g f e

⎤

⎥⎥
⎦ . (16)

Table 6 gives the bundles for this matrix. It can be seen that in general, there are
no related differentials with five active positions. From Lemma 4 we know that this
means there are in general no related differentials. Anubis uses:

MAnubis =

⎡

⎢
⎢
⎣

1 2 4 6
2 1 6 4
4 6 1 2
6 4 2 1

⎤

⎥
⎥
⎦ .

Table 5 The sets of related differentials over MixColumns

b c b� c� b + b� c + c�

[0, 1, 4, 7] [0, 9, 0, B] [5, 1, 0, 7] [E, 0, D, 0] [5, 0, 4, 0] [E, 9, D, B]
[0, 1, 0, 3] [0, 1, 4, 7] [2, 0, 1, 0] [5, 1, 0, 7] [2, 1, 1, 3] [5, 0, 4, 0]
[7, 0, 7, 7] [9, E, 0, 0] [7, 7, 7, 0] [0, 0, 9, E] [0, 7, 0, 7] [9, E, 9, E3]
[0, 3, 2, 0] [7, 0, 7, 1] [2, 0, 0, 3] [7, 1, 7, 0] [2, 3, 2, 3] [0, 1, 0, 1]
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Table 6 Bundles for a mixing map based on the Hadamard matrix defined in (16)

ub uc

1 0 0 0 a b c d
a b 0 0 a2 + b2 0 ac + bd ad + bc
0 0 c d c2 + d2 0 ac + bd ad + bc
a 0 c 0 a2 + c2 ab + cd 0 ad + bc
0 b 0 d b2 + d2 ab + cd 0 ad + bc
a 0 0 d a2 + d2 ab + cd ac + bd 0
0 b c 0 b2 + c2 ab + cd ac + bd 0
f 2 + g2 ef + gh eg + f h 0 0 f g 0
e2 + h2 ef + gh eg + f h 0 e 0 0 h
f 2 + h2 ef + gh 0 eh + fg 0 f 0 h
e2 + g2 ef + gh 0 eh + fg e 0 g 0
g2 + h2 0 eg + f h eh + fg 0 0 g h
e2 + f 2 0 eg + f h eh + fg e f 0 0
e f g h 1 0 0 0

This matrix has related differentials: ([0, 0, 4, 6]; [4, 0, 8, E]) and ([8, E, 4, 0];
[4, 6, 0, 0]) (and their sum: ([8, E, 0, 6]; [0, 6, 8, E])). However, if the four 6’es are
replaced by 9s, then there are no related differentials.

10 Conclusions

In this paper, we studied Super boxes, which are a building block of several modern
block ciphers. We concentrated on the properties of the linear mixing map in rela-
tion to the resistance of a Super box against differential cryptanalysis. Besides the
previously described branch number and its impact on the EDP of differentials
over Super boxes, we also described a new property which has an impact on the
distribution of the DP[k] values, namely related differentials.

We showed that all characteristics over Super boxes are plateau characteristics:
the distribution of their DP[k] values is bipolar: either zero or 2h−32. The value h is
called the height of the characteristic. The height is always an integer value, constant
over all values of the round key. It turns out that for the AES Super box, the height
can be as large as 5, implying that DP[k] can be 16 times higher than what would
be expected for an ideal map of the same dimensions. This is a surprisingly large
difference.

The presence of related differentials in MixColumns is one reason why such high
values for the height occur for so many characteristics. We studied how related
differentials can be discovered for any given linear map.

There remain further questions to be answered about plateau characteristics. We
believe that an analysis of resistance against differential cryptanalysis needs to take
into account more than the average behavior of a key-dependent map. There are
currently no attacks on block ciphers known which exploit non-uniformities in the
distribution of the DP[k] values. However, in case of iterated mappings without a
key, like for instance hash functions, they may well be very relevant.
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